%\C\ﬂd nhs Uk Ot‘ent Ol”“lr\eswi MM'-WF? f{mé\ﬁngi’)

@@% ‘ﬁ% ‘fﬂm v :Piic’:f,ffﬂie g

\s"“. —h“' ¢X o 2 N
¥ resin Sou‘:'asn’aliow "’;";““:22.«?5‘-" ety ﬂg; »"W sm gmﬂ :w ‘a"’ ; - w?.\dw{m o
,q Gl e evowfion IS o ew"““ "‘7.
a sd" — v
\deq /.

O 5‘3\\“3

QA \(\\‘Q{(\\‘a‘ PR

ale rd "
) ”uu- «‘;m P L s -e are ' Qo aid-
" Stk %hdo harm’ m;:,.:;‘,m 10200 (...,'L ‘&,

St & \\“ Bonds.
\3&"‘"\“;&5";@ « o “'\s \% < e on S Jnewenas, di km;:‘:‘mm o o
PR\ oo oy P 6 eﬂeﬁfs’]
o o doctor deme? _indivualy ond
\ & o S o7 .“:ﬁ e e \ease
s W i if s couse, i es
My Record harm (not ,3:; upsat) VETH ‘sl‘:l, to ﬁ‘ ] :‘f'mcs hmc
Two types of, N x g & v
v ey e S (R S i i
il % ' “"15. e g)ssm
ot ¥ kmuledgt /] Coded Text mu e e ‘\QO"'“ n 9

v}h‘n»‘! “‘u hons od  affitudes gy Data

educﬂh‘m and ¢y t”. e 33 ASHIma
q o
€y

c.“‘"‘"? O¢Clraey / | \\\ S

.,ww"*"""‘

S

XS

falstrive 10"\‘?@ © Wmt\

is one of the st (ea\S u of
b‘sse ego“l’ Q?S e ‘"ﬁ;‘:ef
iy BRI o : A
0
blood \o (‘i‘ 2 y N > N
reqular t l =7 ﬁa”»ﬁ;‘i‘v\;ﬁ’ ;a -l .,,w s | o GP 1 k
u‘gl ﬂ Suf Et “ o oG ﬁ* u"’: 3 pstio % . 3 ‘
& 1l ond some c-« all < , Hero® oo
s What Pev!:\e won ot one to B
Organisations want Qaccess amﬁ;‘ ol AC Ce
haven't olways been &} o ( i \,\z tosee oy
Y ; Dont make thout A \tg nUrSes  opie
Very suud at security | JUGSCWQ(\tS oy ”

\ in the past.
\ .:Pd_b‘ be sure- &";"‘ I

7D A
“’&? there have been dg?n”d = As&ume Onh“e AcCe 55 to Q‘)\ tho (S

) data protechion

X’ 4 Céber SeCufl\B ™ brenches Online w.ﬂs
Oc:a '&‘Mmeg decision sty v P ot’eﬂt RCCOrdS

Patient gavne
QP 13 oad
N w“* 8 ' e o <
()ut xou \@: v,g of o core ,,m)
(‘
o\
v o

<
Do You want & xt? e \°
Bicosting ar\d' P &% XA
&4 "‘g“ 4 o (‘\0, T e\
m@p’rfg"/% CENIEE] 5 oy
oQ°~ Ve Y to get H”"‘lyhae‘u 9\'\903@&

Ython /s

Book ond Cancel o’

F\vw‘“‘ %;\’fo\)\g

N?(QSUI hond u\a et
de\wered on/, X ¢©! e e
‘o ine \ to O \ e som!
£\ phormacy of VY mﬁ?:\i\e m" h iy &,(,Mou

?
@ e B

W engogewsuollg co.uk

ldentity checking
What you need to

know

England

March 2018 ‘




Introduction to identity checking

NHS

There are three approved methods for checking
a patient’sidentity. It is likely that a practice will
need to use all three, but may have a preferred
method for most patients.

« Vouching
* Vouching with confirmation

* |dentity documents

It is essential that before giving a patient access
to their record, their identity is checked by a
responsible person within the practice and that
they confirm they are giving access to the
correct record.

Any authorised person within the practice can
check and approve, this should be specified in
your patient online process and procedures
document.

England




Vouching Fﬁ

Vouching gives practices flexibility, enabling It is essential for
patients to be signed up when they are at the

oractice. Rather than requiring them to e patients who do not have the required ID

L o documents.
remember to bring in identification at a later
date.
Vouching for a patient’s identity requires an It is useful for

authorised member of staff, who knows the
patient, to verify that no deception is taking

place and that the patient is who they claim to .
be. * GPs and nurses giving access as part of the

patients ongoing care during the consultation

« patients who attend regularly, such as those
with long term conditions (asthma, diabetes)

The staff member must know
that the person presenting is
the patient




NHS

Vouching with confirmation England

In a situation where the applicant is not known
sufficiently well by an authorised member of staff to
vouch for them. The patient’s identity can be verified
by obtaining responses to questions from information
held in the medical records.

This should take place discreetly. It is extremely
important that the questions posed

« do not incidentally disclose confidential
information to the applicant before their identity is
verified.

« include a range of questions not only based on
demographic information, for example
 When did you last see a doctor/nurse at this
surgery?
* Do you take any prescribed medicines? Can you tell
me what they are?

* Have you had an operation in hospital? Can you
remember when and what it was for?

This is particularly useful for

« GPs and nurses giving access as part of the
patients ongoing care during the consultation.
Patients respond well to their clinician
encouraging them to access and use their
records in their own care.

« Confirming a patient’s identity over the phone.
Please note that this option should only be
considered for patients wanting access to
booking/cancelling appointments and/or ordering
repeat prescriptions. It should not be used for
giving a patient access to their electronic medical
record.




ID documents

NHS

England

Most patients are able to prove their identity using
documentation

Just as with DBS checks, two forms of
documentation must be provided as evidence of
identity and one of these must contain a photo.

Acceptable documents include passports, photo
driving licences and bank statements, but not utility
bills.

NHS England has produced Good Practice
Guidance on Identity Verification, the full list of
suitable documents is in Appendix 3 — Acceptable
identity evidence

Click to download

Good Practice Guidance
on Identity Verification

This is the most commonly used method for identity
checking. The benefits are that practices will have
documentary evidence that the personis who they
say they are. However, it is not flexible and requires
patients to remember to bring their ID with them.

To have this as the only method,

« prohibits patients without ID from accessing
online services

« restricts GPs and nurses from giving immediate
accessto patients who they think will benefit

* is a lost opportunity for registering a patient



http://www.england.nhs.uk/wp-content/uploads/2015/03/identity-verification.pdf

RCGP best practice guidance Emng.and

The Roya| C0||ege of General Practitioners Most general practice services rely on varying levelsand

h d d id th it of methods of identity verification. But access to online services
as proaucead guiaance across the remit o demands a more consistent and robust approach to ensure

GP Online Services. patient confidentiality while providing them with secure access
to personal and sensitive data.

Patients may book an initial appointment online as soon as

The id entity verification g uidance was they have completed a simple online registration process.

d di : ti ith NHS Enaland However, a more secure identity verification processis
pro uce_ In conjunction wi _ng an required before full access to appointment, repeat prescription
Information Governance and complies to the ordering or record access services may be enabled for a
Cabinet Office requirements. patient.

Every practice is required to verify patientidentity
documentation, or individually vouch for each patient
requestingaccessto online services. These processes need to

Dunng_ prpductlon th_e Informatlo_n. _ be simple, quick, patient-friendly and not overly demanding for
Commissioner’s Office (ICO), British Medical the practice. Please see NHS England guide Patient Online
Association (BI\/lA) and medical defence Servicesin Primary Care | Good Practice Guidance on Identity

. Verification, and linksbelow for an overview of the process
unions were consulted. within the guidance and material.



http://www.england.nhs.uk/wp-content/uploads/2015/03/identity-verification.pdf
http://www.england.nhs.uk/wp-content/uploads/2015/03/identity-verification.pdf
http://www.england.nhs.uk/wp-content/uploads/2015/03/identity-verification.pdf
http://elearning.rcgp.org.uk/course/view.php?id=180&section=0

RCGP elearning courses

RCGP
guidance

NHS

England

About the elearning Available courses

Courses are designed for all members of
the practice team, and anyone else
Interested in the topic. They are based on
the best Practice guidance and give
scenarios

Each course lasts between 10-15 mins, and
are suitable for use in practice meetings
and training sessions.

- -
You will need to register

on the RCGP elearning (Free registration/login required)
Site to use the courses. | Coercion
* |dentity Verification
Registration is free and e
1 * 0 i d Benefit
open to all, not just - Protocting Pationts and
RCGP members. Practices

* Online Access for Clinical Care

ldentity Verification

Other courses
e (Coercion

 Proxy Access

« Children and Young People

« Overview and Benefits

 Protecting Patients and Practices
* Online Access for Clinical Care



http://elearning.rcgp.org.uk/course/view.php?id=181&section=2
http://elearning.rcgp.org.uk/course/view.php?id=181&section=2
http://elearning.rcgp.org.uk/course/view.php?id=181&section=2
http://elearning.rcgp.org.uk/course/view.php?id=181&section=2
http://elearning.rcgp.org.uk/course/view.php?id=181&section=1
http://elearning.rcgp.org.uk/course/view.php?id=181&section=1
http://elearning.rcgp.org.uk/course/view.php?id=181&section=1
http://elearning.rcgp.org.uk/course/view.php?id=181&section=1
http://elearning.rcgp.org.uk/course/view.php?id=181&section=3
http://elearning.rcgp.org.uk/course/view.php?id=181&section=4
http://elearning.rcgp.org.uk/course/view.php?id=181&section=5
http://elearning.rcgp.org.uk/course/view.php?id=181&section=6
http://elearning.rcgp.org.uk/course/view.php?id=181&section=7
http://elearning.rcgp.org.uk/course/view.php?id=180&section=0

RCGP

RCGP downloadable resources i England

Guidance Supporting material

* Identity verification - guidance for * Identity verification - Getting ready
general practice (PDF) checklist | step-by-step
guide: Word | PDF

 Identity verification - Example
ti tocol: Word | PDE
practice protocol. or
Most general practice services rely on varying levels and methods of identity verification. But access to online services
demands a more consistent and robust approach to ensure patient confidentiality while providing them with secure access

« Example registration

Patients may book an initial appeintment online as soon as they have completed a simple online registration process.

However, a more secure identity verification process is required before full access to appointment, repeat prescription .
ordering or record access services may be enabled for a patient. fo r m W O rd | P D F
L

Every practice is required to verify patient identity documentation, or individually vouch for each patient requesting access
to online services. These processes need to be simple, quick, patient-friendly and not overly demanding for the practice.
Please see NHS England guide Patient Online Services in Primary Care | Goed Practice Guidance on |dentity Verification,

and Inks below for an overview of the process within the guidance and material. ° N I I S I I d t- t - f t-
See below for guidance on how to verify the identity of patients, a checklist and examples of documentation for n q an D a I e n I n O r I I l a I O n
practices. | fI - .

+ ldentity verification - guidance for general practice (PDF)

= ldentity verification - Getting ready checklist | step-by-step guide: Word | PDF
= ldentity verification - Example practice protocol: Word | PDF

+ Example registration form: Word | PDF

= NHS England patient information leaflets

here



http://elearning.rcgp.org.uk/pluginfile.php/74126/mod_folder/content/0/PatientOnline-Identity_verification-checklist.docx
http://elearning.rcgp.org.uk/pluginfile.php/74126/mod_folder/content/0/PatientOnline-Identity_verification-checklist.docx
http://elearning.rcgp.org.uk/pluginfile.php/74126/mod_folder/content/0/PatientOnline-Identity_verification-checklist.pdf
http://elearning.rcgp.org.uk/pluginfile.php/74126/mod_folder/content/0/PatientOnline-Identity_verification-Example_protocol.docx
http://elearning.rcgp.org.uk/pluginfile.php/74126/mod_folder/content/0/PatientOnline-Identity_verification-Example_protocol.docx
http://elearning.rcgp.org.uk/pluginfile.php/74126/mod_folder/content/0/PatientOnline-Identity_verification-Example_protocol.pdf
http://elearning.rcgp.org.uk/pluginfile.php/74126/mod_folder/content/0/PatientOnline-Example_registration_form.docx
http://elearning.rcgp.org.uk/pluginfile.php/74126/mod_folder/content/0/PatientOnline-Example_registration_form.docx
http://elearning.rcgp.org.uk/pluginfile.php/74126/mod_folder/content/0/PatientOnline-Example_registration_form.pdf
https://www.england.nhs.uk/ourwork/pe/patient-online/support/patient-material/
https://www.england.nhs.uk/ourwork/pe/patient-online/support/patient-material/
http://elearning.rcgp.org.uk/pluginfile.php/74124/mod_folder/content/0/PatientOnline-Identity_verification-guidance.pdf
http://elearning.rcgp.org.uk/course/view.php?id=180&section=0
http://elearning.rcgp.org.uk/course/view.php?id=180&section=1

Good Practice Guidance on ldentity Verification

INHS |

England

Patient Online Services in Primary
Care

Good Practice Guidance on
Identity Verification

NHS

England

NHS England Information Governance
Team developed Good Practice
Guidelines on Identity Verification.

This guidance complies with Cabinet
Office requirements. It was used and is
referenced in the guidance developed
by the RCGP.


http://www.england.nhs.uk/wp-content/uploads/2015/03/identity-verification.pdf
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