Data Flow Mapping

Ref no.

Who sends the information
(This is a free text box)

General Practice

Direction of flow
(This is a drop-down
menu)

Out-flow

Out-flow

Recipient
(This is a drop down menu)

Care home

What

Data item
(This is a free text box)

patient health & care
information (e.g.

Content Type
(This is a drop-down menu)

Sensitive personal data

Media
(This is a drop-
down menu)

Electronic

Where

Where is the data
stored before it is
sent or after it has
been received?
(This is a drop-down
menu)

Clinical system

How is the data
store secured?
(This is a drop-
down menu)

Smartcard and
password

How is access
evidenced?
(This is a drop-
down menu)

System Audit

Comments
(Thisis a
free text
box)

NHS South, Central and West CSU

Risk Assesment

Risk
Treatment/Mitigation

Number of
records per
transfer

(This is a drop-
down menu)

Less than 6

Frequency of the
transfer per week
(This is a drop-
down menu)

6t0 20

Method used for
transfer

(This is a drop-down
menu)

Email from NHSmail
to non-NHSmail (e.g

How is the
information
protected?
(This is a drop-
down menu)

Encrypted

Comment

Is information
processed
outside the UK?

Within UK only

Considering your
previous answers;
have you identified
a risk with the data

No

flow?

If you have identified
arisk, please write a
brief description and
complete risk
assessment ----->

What would be
the IMPACT of
the risk occuring

What is the
LIKELIHOOD
of this risk
occuring?

Risk
Score

Purpose and Legal Basis of Data Flow

(For Risks that are
scored anything other
than Green, state and
justify how you and
your IAO wish to either
Accept or Mitigate the
risk)

Purpose

Direct Patient Care

Current Legal Basis

Direct Patient Care

Legal Basis under GDPR

Provision of health or

medication details) protected NHS Trust) Eccalca s
patient health & care Not applicable - Fesis el 6a: Mitigate - staff trained, it @i 6
General Practice Out-flow Care home information (e.g. Sensitive personal data Paper Filing cabinet Key Key allocation Less than 6 6t0 20 Manual - staff must add Within UK only  [Yes miEEEz i trgnsil 3 secure information Direct Patient Care Direct Patient Care i) e
medication details) comment P! handling protocol
Safeguardin Sparcordand Email from NHSmail
General Practice Out-flow [elelc) guarding Sensitive personal data Electronic Clinical system password System Audit Less than 6 Less than 6 v NHSmail Within UK only  |No Safeguarding Other - please specify |Required by law
communication ot to NHSmail
Individual Funding o q Computer/network RESTE m Email from NHSmail v e P q Management of health or
General Practice Out-flow CCG Sensitive personal data Electronic . | protected network |System Audit Less than 6 6 to 20 q NHSmail Within UK only  |No IFR validation Section 251
Request System Shared Drive drivelsystem to NHSmail social care system
0 T o q Computer/network RESTE m Email from NHSmail v e i ket q Management of health or
General Practice Out-flow CCG Invoice validation Sensitive personal data Electronic . | protected network |System Audit Less than 6 6 to 20 q NHSmail Within UK only  |No Invoice validation Section 251
System Shared Drive drivelsystem to NHSmail social care system
P . Smartcard and patient may be Accept - Data
General Practice Out-flow CCG 5:52?:;3;‘?;2220" o] Sensitive personal data Electronic Clinical system password System Audit 1001 plus Less than 6 Quéor;:ﬁﬁ[:rsaf;g? Encrypted Within UK only  [Yes identifiable if low 2 2 4 |anoymised, low number |Risk Stratification Section 251 gi?:g:;:r: :{ef':allh or
protected 4 numbers suppression applied 4
Child & Addolescent Mental Eratacend Email from NHSmail Provision of health or
General Practice Out-flow 3 Case Notes Sensitive personal data Electronic Clinical system password System Audit Less than 6 Less than 6 q NHSmail Within UK only  |No Direct Patient Care Direct Patient Care
Health Service (CAMHS) protected to NHSmail social care
Community Professionals Smartcard and Email from NHSmail Provision of health or
General Practice Out-flow (e.g social workers, district Case Notes Sensitive personal data Electronic Clinical system password System Audit Less than 6 21to 100 to non-NHSmail (e.g | Encrypted Within UK only  [No Direct Patient Care Direct Patient Care e G
nurses) protected NHS Trust)
Smartcard and Post special or
General Practice Out-flow Coroner Full medical record Sensitive personal data Electronic Clinical system password System Audit Less than 6 Less than 6 registered Royal Special delivery Within UK only  |No Death investigation Public Interest Required by law
protected Mail
General Practice Out-flow Coroner Full medical record Sensitive personal data Paper Filing cabinet Key Key allocation Less than 6 Less than 6 Manual - staff Sealed package Within UK only  |No Death investigation Public Interest Required by law
psuedonymised patient - ) - Smartcard and ) Email from NHSmalI . CTNET IED - ) Task in ¥he publlp !meres\
General Practice Out-flow cQcC information for CQC visit Sensitive personal data Electronic Clinical system password System Audit 6 to 20 Less than 6 to non-NHSmail (e.g [ Encrypted Within UK only  |Yes U E 4 3 12 |Accept Regulatory activity Other - please specify |or exercise of official
protected NHS Trust) authority
1 a Smartcard and Task in the public interest
General Practice Out-flow cQcC psuedony itz pauen‘(‘ Sensitive personal data Paper Clinical system password System Audit 6to 20 Less than 6 Manual - staff Sealed package Within UK only  [Yes QliziEluse 4 & 12 |Accept Regulatory activity Other - please specify |or exercise of official
information for CQC visit protected unknown authority
Postordinary Royal Task in the public interest
General Practice Out-flow DBS check process DBS form Personal data Paper Filing cabinet Key Key allocation Less than 6 Less than 6 Mail Y Royal | sealed package Within UK only  |No Regulatory activity Public Interest or exercise of official
authority
Digital dication service (e.g. P 4 o q eft pratacend 7 Enation NH_SmaiI R o q 4 Provision of health or
General Practice Out-flow Lexacom) Patient information Sensitive personal data Electronic Clinical system password System Audit Less than 6 Less than 6 to non-NHSmail (e.g | Encrypted Within UK only  |No Direct Patient Care Direct Patient Care e
protected NHS Trust)
Digital messaging service 4 1 q eft pratacend 7 Automated system R P Provision of health or
General Practice Out-flow P Patient mobile number Personal data Electronic Clinical system password System Audit 101 to 1000 Less than 6 Encrypted Within UK only  |No Patient communication |Consent
(e.g- Mjog, i-Plato) protected to system transfer social care
Smartcard and Post special or Task in the public interest|
General Practice Out-flow DWP Patient information Sensitive personal data Electronic Clinical system password System Audit Less than 6 Less than 6 registered Royal Special delivery Within UK only  |No Regulatory activity Public Interest or exercise of official
protected Mail authority
Bl metiie crtEs Smartcard and Secure File Transfer |NHS Secure file VETErETER i e &
General Practice Out-flow (e.g Docmail) 9P patient details Sensitive personal data Electronic Clinical system password System Audit 101 to 1000 Less than 6 Protocol (for Bulk transfer Within UK only  |No Records management | Direct Patient Care socwa\gcare e
i protected transfer) protocol 4
Smartcard and NHS Secure file
General Practice Out-flow General Practice Electronic patient record | Sensitive personal data Electronic Clinical system password System Audit Less than 6 Less than 6 ﬁ:u;m;:ﬁ[:rsafs‘fee rrn transfer GP2GP Within UK only  |No GP2GP Direct Patient Care ’;’Li?;g::::r: :{ef':ahh or
protected LA protocol 4
Smartcard and Email from NHSmail
General Practice Out-flow Insurance company medical report Sensitive personal data Electronic Clinical system password System Audit Less than 6 6t0 20 to non-NHSmail (e.g | Encrypted Within UK only  |No Medical report request |Consent Consent
protected NHS Trust)
T Password Email from NHSmail Task in the public interest|
General Practice Out-flow Medical Defence (e.g MDU) |GPs personal data Sensitive personal data Electronic S st;m Shared Drive protected network |System Audit Less than 6 Less than 6 to non-NHSmail (e.g | Encrypted Within UK only  |No Regulatory activity Public Interest or exercise of official
Y drive/system NHS Trust) authority
Multi Disiplinary Team atient data to support Smartcard and Email from NHSmail Patient may be :(Clgszle-e;n:vee"ggb'eci to
General Practice Out-flow across health and social p - PP Sensitive personal data Electronic Clinical system password System Audit Less than 6 6to 20 " NHSmail Within UK only  [Yes known to meeting 4 & 12 q J Patient care Consent Consent
et non clinical needs TR to NHSmail o their organsations’ code
P of confidentiality
Multi Disiplinary Team £ CED (O SIS Smartcard and Patient may be ;’i;ﬁzle-e;":f::l?b EiD
General Practice Out-flow across health and social | Pauentd pp Sensitive personal data | Paper Clinical system password System Audit Less than 6 61020 Skype Encrypted Within UK only | Yes known to meeting |4 3 12 9 safeguarding Consent Consent
SIS non clinical needs o e their organsations' code
P of condifentiality
atient data for clinical SIENETG I Automated system WA s il rral?ilrlzg lloS U0 TS Management of health or
General Practice Out-flow NHS Digital gu dit Sensitive personal data Electronic Clinical system password System Audit 1001 plus 21 to 100 P (ra}:lsfer transfer a?ﬁ)w Within UK only | Yes happens with 5 3 15 [Accept safeguarding Consent soc\a\gcare S
protected 4 protocol . extracted data Y
extraction
) » N ’ ) Locked storage " IREEIEs (o ) | Management of health or
General Practice Out-flow Offsite records storage Patient Records Sensitive personal data Paper Filing cabinet Key Key allocation 1001 plus Less than 6 Manual - staff e Within UK only | Yes misplaced in 3 3 9 Mitigate - risk assess | Records management [Other - please specify social care system
transit/storage
SIENETG I S EETEL ?nua1 0;2::; rsézgrd Mitigate - privacy alert Medical diagnosis and
General Practice Out-flow Out of hours services Patient record Sensitive personal data Electronic Clinical system password System Audit 21 to 100 21 to 100 access (e.g Encrypted Within UK only | Yes witriloul 3 3 9 fo\logw up P! Yy Direct Patient Care Direct Patient Care Ao 9
potced SR E) iustification/consent
Health communication Smartcard and Patient has not Provision of health or
General Practice Out-flow Patient e.g. appointment Sensitive personal data Other Clinical system password System Audit 101 to 1000 Less than 6 Text message Encrypted Within UK only  |Yes provided updated 3 3 9 Mitigate - text protocol |Patient communication |Consent el @
confirmation, flu reminder protected moblile number
Patient * Could be major
JlonpatierCspectc Password EeromiiSmal Z?;Ieztot: gg"mll‘ggg l-c atalgr;nr:gt gfe zZtn; I;‘rg ?gfﬁ:r;sfmwty Provision of health or
General Practice Out-flow Patients communication e.g. Sensitive personal data Electronic Clinical system rotected files System Audit 1001 plus Less than 6 to non-NHSmail (e.g [None confidential Within UK only  |Yes identified bp e 3 3 9 s P Patient communication |Consent el @
Newsletter, flu reminder P! NHS Trust) 5 Y p . A
info - must be address* Accept- staff trained,
sent bee email protocol in place
C ik Password Email from NHSmail T GE e G
General Practice Out-flow Payroll provider Staff financial details Sensitive personal data System Shared Drive |P network | System Audit 21 to 100 Less than 6 to non-NHSmail (e.g | Encrypted Within UK only  [No Payroll activity Consent soma\gcare SEED
Y drive/system NHS Trust) Y
General Practice Out-flow PCSE patient records Sensitive personal data Paper Filing cabinet Key Key allocation 101 to 1000 Less than 6 ZI)T:J:I - secure Sealed package Within UK only  [Yes ;ic'?rzgsugaﬁsli?m 4 4 :sgzzl‘ényfglio:'ef;i'sslz:le' Records management | Direct Patient Care glacT;gce;:r;;:Ierumealth or
Computer/network (PRSI EnatomIN el Management of health or
General Practice Out-flow Pension provider Staff financial details Sensitive personal data Paper S stepm Shared Drive protected network |System Audit Less than 6 Less than 6 to non-NHSmail (e.g | Encrypted Within UK only  [No Payroll activity Consent soma\gcare SEED
Y drive/system NHS Trust) Y
SETEE) ] RO S| a7 Prescription Management of health or
General Practice Out-flow Prescription Pricing Agency [Patient information Sensitive personal data Electronic System integrated password System Audit 21 to 100 Less than 6 registered Royal Special delivery Within UK only  [No i Zmem Other - please specify soma\gcare SEED
protected Mail 9 Y
Response to professional Password Email from NHSmail e blicpiees
General Practice Out-flow RCGP P op! Sensitive personal data Electronic Computer hard drive , System Audit Less than 6 Less than 6 ; Encrypted Within UK only  [No GP regulator Public Interest or exercise of official
conduct review protected files to NHSmail alithorily,
oty q Smartcard and patient may be
General Practice Out-flow SCcw F_'auem nicinaicnlicy Sensitive personal data Electronic Clinical system password System Audit 1001 plus Less than 6 U S i Encrypted Within UK only  [Yes identifiable if low 2 2 4 jacesrt I.'DW num_bev Risk Stratification Section 251 WEEREIERT 6 el €
risk stratification TR to system transfer e suppression applied social care system
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Data Flow Mapping

NHS South, Central and West CSU

Smartcard and

Email from NHSmail

NHS Secure file

Provision of health or

General Practice Out-flow Scw Child health data Sensitive personal data Electronic Clinical system password System Audit 6to 20 Less than 6 to non-NHSmail (e.g |transfer Within UK only  [No Direct Patient Care Direct patient care e T
protected NHS Trust) protocol
SMEIEENE ] Automated system Medical diagnosis and
General Practice Out-flow Secondary care Referral Sensitive personal data Electronic Clinical system password System Audit 101 to 1000 101 to 1000 Y " Encrypted Within UK only  [No Direct Patient Care Direct Patient Care 9
protected to system transfer treatment
Shartcordiend Email from NHSmail Medical diagnosis and
General Practice Out-flow Secondary care Referral Sensitive personal data Paper Clinical system password System Audit Less than 6 21 to 100 to NHSmail Encrypted Within UK only  |No Direct Patient Care Direct Patient Care o 9
protected
SMEIEENE ] P GBS = Fax may be sent to Mitigate - safe fax Medical diagnosis and
General Practice Out-flow Secondary care Referral Sensitive personal data Electronic System integrated password System Audit Less than 6 6 to 20 safe haven fax to None Within UK only  [Yes Y 12 9 A Direct Patient Care Direct Patient Care 9
wrong number procedure, staff trained treatment
protected safe haven fax
General Practice Out-flow Shredding provider Patient information Sensitive personal data Paper Filing cabinet Key Key allocation 1001 plus Less than 6 Manual - staff Lockgd storage Within UK only  |No Records It . Ofliealt " @il @
container or social care system |social care system
Solicitors and other third Shatcordiend Ereilromiismal Management of health or
General Practice Out-flow N " Patient information Sensitive personal data Electronic Clinical system password System Audit Less than 6 6 to 20 to non-NHSmail (e.g | Encrypted Within UK only  |No Subject Access Request | Direct Patient Care hag
parties (e.g. police) protected NHS Trust) social care system

In-flow

Smartcard and

Email from non-

Management of health or

Care home In-flow General Practice Death Notification Sensitive personal data Other Clinical system password System Audit Less than 6 Less than 6 NHSmail to Encrypted Within UK only Records management | Direct Patient Care social care system
protected NHSmail
7 Individual Funding T Cc ork PRSI " Email from NHSmail . e P Management of health or
CCG In-flow General Practice Sensitive personal data - |p network |System Audit Less than 6 6 to 20 q NHSmail Within UK only IFR validation Consent q
Request response System Shared Drive drive/system to NHSmail social care system
cce In-fl G | Practi Invoice validation Sensiti | dat Electroni Computer/network Pas'sw'or: twork | System Audit Less than 6 61020 Email from NHSmail NHSmail Within UK onl et il c t Management of health or
n-flow eneral Practice P — ensitive personal data lectronic System Shared Drive z:ﬁl;c;s‘er: ork [ System Audi ess than 0 {0 NHSmail mail ithin UK only nvoice validation onsen S G SyEE
7 Safeguarding - Cc ork RESTE n Email from NHSmail f Fro 7 q
CCG In-flow General Practice - Sensitive personal data - |p network |System Audit Less than 6 Less than 6 q NHSmail Within UK only Safeguarding Consent Required by law
communication System Shared Drive |', . to NHSmail
drive/system
Child & Addolescent Mental fl | q a | | A Computer/network PRSI K n h h Email from NHSmail il ithi I f A q q Provision of health or
Health Service (CAMHS) In-flow General Practice Case notes Sensitive personal data Electronic System Shared Drive g:i(il!;c;::‘er:mor System Audit Less than 6 Less than 6 to NHSmail NHSmail Within UK only Safeguarding Direct Patient Care A G
Community Professionals e NBiEs, casil exviEa Computer/network Password Post special or Provision of health or
(e.g social workers, district In-flow General Practice ! Sensitive personal data Paper . protected network |System Audit Less than 6 21to 100 registered Royal Special delivery Within UK only Safeguarding Direct Patient Care y
record System Shared Drive | . . social care
nurses) drive/system Mail
Community Professionals . . Smartcard and Email from non- .
(e.g social workers, district In-flow General Practice ﬁ:jﬁ dNOtes' St Sl Sensitive personal data Electronic System integrated password System Audit Less than 6 21 to 100 NHSmail to Encrypted Within UK only Safeguarding Direct Patient Care :;g;’allsf:r;f lizztifh @7
nurses) protected NHSmail
Coroners Report, Post Smartcard and Email from non-
Coroner In-flow General Practice Mortem ' Sensitive personal data Electronic System integrated password System Audit Less than 6 Less than 6 NHSmail to Encrypted Within UK only Death investigation Public Interest Required by law
protected NHSmail
A Smartcard and " Task in the public interest|
DVLA In-flow General Practice E;x';%:f:;?:n Sensitive personal data Paper System integrated password System Audit Less than 6 Less than 6 z‘?j @) REE Sealed package Within UK only Regulatory activity Public Interest or exercise of official
protected authority
: e |l N : Menuel - data " | Taskin the pubic interes
Employees In-flow General Practice discipiinary procee dingls Sensitive personal data Paper Filing cabinet Key Key allocation Less than 6 Less than 6 subject or » Sealed package Within UK only HR Other - please specify |or exercise of official
etc) representative authority
Employers In-flow General Practice pre-employment Iezlin Sensitive personal data Paper CQmputer/ne:worK (PRSI . System Audit Less than 6 Less than 6 PO?‘ @l Rl Sealed package Within UK only HR Other - please specify PmY'S'O" whiliEEiney
screening System Shared Drive |protected files Mail social care
External agencies (e.g. NHS Patient letters, discharge Smartcard and Automated system NHS Secure file Provision of health or
Hospitals, A&E, Private In-flow General Practice notice, Clinic letters, Sensitive personal data Electronic System integrated password System Audit Less than 6 21to 100 to system transfer transfer Within UK only Records management | Direct Patient Care e @
hospitals, SCAS) patient assessment etc protected protocol
External agencies (e.g. NHS . . - NHS Secure file .
Hospitals, A&E, Private In-flow General Practice Pa&_|ent Ie?‘?rs' GliEhEe Sensitive personal data Paper Filing cabinet Key Key allocation Less than 6 21 to 100 Fax transmission - transfer Within UK only Records management | Direct Patient Care Proy|s|on il @
2 notice, Clinic letters etc secure fax social care
hospitals, SCAS) protocol
Insurance Companies In-flow General Practice Medical report request Sensitive personal data Electronic gsg:gn?z:\r:tev;og:ive s;stz‘gg: files System Audit Less than 6 6t0 20 Cju:/g:;eﬂr:\};:fee rrn Encrypted iGPR Within UK only Medical report Consent Consent
Smartcard and Manual - data Provision of health or
Patient In-flow General Practice Registration form Sensitive personal data Paper Clinical system password System Audit Less than 6 Less than 6 subject or Sealed package Within UK only New patient registration |Consent e e
protected representative
pratacend Post ordinary Royal Management of health or
Patient/carer In-flow General Practice Complaint letter Sensitive personal data Paper Clinical system passwor;l System Audit Less than 6 Less than 6 Mail Sealed package Within UK only Service complaint Consent social care system
protecte
Smartcard and Manual - data Telephone Management of health or
Patient/carer In-flow General Practice Death Notification Sensitive personal data Other Clinical system password System Audit Less than 6 Less than 6 subject or acknowledgeme| Within UK only Records management |Consent I T YR
protected representative nt Y
Smartcard and Email from non-
Patient In-flow General Practice SAR Sensitive personal data Electronic Clinical system password System Audit Less than 6 6 to 20 NHSmail to None Within UK only SAR Consent Consent
protected NHSmail
' ) Repeat prescription " ' : Smartcardiand ’ JLeteptone - ' ' Medical diagnosis and
Patient In-flow General Practice request Sensitive personal data Electronic System integrated password System Audit Less than 6 21 to 100 Other acknowledgeme Within UK only Direct patient care Consent Ao
protected nt
Shaticardiend Email from NHSmail Medical diagnosis and
Pharmacy In-flow General Practice Prescription query Sensitive personal data Other Clinical system passworg System Audit Less than 6 Less than 6 to NHSmail NHSmail Within UK only Prescription query Direct Patient Care e
protectes
@ Ak Password Email from non- Task in the public interest|
School In-flow General Practice school records Sensitive personal data P - |p! network [System Audit Less than 6 101 to 1000 NHSmail to Encrypted Within UK only Regulatory activity Other - please specify |or exercise of official
ystem Shared Drive |7, . "
drive/system NHSmail authority
Solicitors and third parties s fa a Computer/network FEESUEE) n Emaljfonlics e
(e.9. police) In-flow General Practice SAR Sensitive personal data Electronic System Shared Drive protected network |System Audit Less than 6 6 to 20 NHSmail to None Within UK only SAR Consent Consent
el drive/system NHSmail
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