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Information Risk Sharing Agreement for System-wide Data Sharing Activities 

 

Dear Colleagues 

We are writing to inform you of the successful outcome of an LMC-OCCG collaboration to resolve local concerns 

amongst practices over data sharing. 

You will recall the LMC raised concerns last year regarding risks for GP practices taking on arrangements to share 

data for shared records and population health management processes with multiple organisations for the purpose of 

sharing data for wider health system benefit – in particular, the HealthEintent (also known as Population Health 

Insights) and Health Information Exchange programmes. The broad areas of concern were:  

 Resource needed to defend challenges that might be directed towards practices sharing data, or defending 

claims against data breaches. These events are typically not covered by MDOs and are currently a practice 

expense 

 Exposure to an increased number of Subject Access Requests (SARs) for data jointly held, and the logistical 

resources needed to retrieve that shared data   

 The need for executive oversight of data processing activities with robust representation of GP practice 

interests 

The LMC and CCG have worked collaboratively to mitigate these risks for GPs. We are pleased to say that the 

following has now been agreed between us: 

1. Risk sharing agreement : 

a. This is an agreement that the CCG will cover reasonable legal costs and administrative costs (such as 

backfill) to practices who find themselves needing to defend a challenge to data sharing or data breach 

with regards to any data sharing or processing activity approved by the Oxfordshire Information 

Governance Steering Group (OIGSG). 

b. This indemnity will not cover fines or settlement fees (which would be a blank check for the CCG to carry 

the cost of). Nonetheless, practices may find some reassurance that the ICO have indicated that they 

would not seek prosecution of any organisation that was not responsible for a data breach. The CCG also 

recognises the theoretical (and very small risk of) circumstances where practices may need further 

support, which will be discussed on a case-by-case basis as happens currently. 

This is a significant agreement between LMC and CCG that provides cover for practices well in excess of what 

is available to General Practice in most of the country. 

 

2. The creation of a Local IG Office: 

a. The IG Office will be able to manage and coordinate SARs received by the practice for information they 

hold as data controllers. 
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b. The office will include a Data Protection Officer (DPO) function specifically to support GP practices.  The 

DPO will be available for practices to designate as their Data Protection Officer if they so wish. 

c. The office would also be able to address data subject (patient) requests such as ‘rights to object’ to data 

being held and shared, and ‘opt outs’. 

 
3. The Creation of an Executive Oversight Group: 

a. An accountable group known as the Oxfordshire Information Governance Steering Group (OIGSG). It will 

be multi organisational with the remit of providing data sharing oversight and approving new requests 

for data sharing.   

b. Practices will need to agree how they are represented on the executive group.  This could be the DPO for 

general practice that is commissioned by the CCG (but who is independent of the CCG, representing the 

interests of practices); an LMC-nominated lead, or individual practice-level representatives, or other 

appointed information officer. 

 

The benefits of data sharing for the healthcare community and the patients we serve are many. Further details of 

the risk sharing agreement will soon be distributed to practices by the CCG, as will data sharing agreements in 

preparation to turn on the Population Health Management Interoperability Programme data sharing functionality.  

The LMC’s advice to practices is that the risks identified by the LMC on your behalf have been mitigated as much as 

can reasonably be achieved without national legislative change, and practices may find reassurance in this.  

The decision, of course, remains for each individual practice to make. 

 
All good wishes 

 
 
 
Julie Dandridge 
Deputy Director. Head of Primary Care 
Oxfordshire Clinical Commissioning Group 
Jubilee House | 5510 John Smith Drive 
Oxford Business Park South 
Oxford OX4 
 
Email: julie.dandridge@nhs.net  
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