
This edition of Notice Fraud is designed to bring recent cases or emerging scams to your 
attention to help you recognise the signs of fraud in the NHS. 

UK-wide invoice scam 
Fraudsters sent various communications pretending to be 
from a genuine supplier requesting a change to their bank 
account details. 22 organisations including NHS hospitals, 
local authorities and a government were targeted in the £12m 
fraud.  Ten conspirators were given sentences up to 10 years 
in prison. An 11th person is still awaiting sentencing. A further 
two people were sentenced for a total of 11 years in 2015. 

Even with certain controls in place, organisations could be 
open to this type of fraud. Any requests to change supplier 
contact and bank account details should be independently 
verified with the supplier before the changes are actioned. 
Organisations should regularly assess the controls in place  
to ensure they remain effective. Testing of the procedures  
is also recommended.

Bogus bank shifts
A nursing assistant submitted 81 fraudulent claims over a 
period of six months for shifts that he had not worked at 
an adult mental health unit. The subject received more than 
£3,000 after submitting claims for £7,601 before checks 
revealed he had not worked the shifts. The subject pleaded 
guilty to fraud by false representation, ordered to carry out 
180 hours of unpaid work and pay £85 in costs and an £85 
victim surcharge.

Timesheets should be checked before being authorised.  
Each shift should be authorised by a senior member of  
staff that has first-hand knowledge of whether the  
shifts were undertaken.

Medical equipment
An expert in the procurement of medical equipment, who 
received £1.7m in corrupt payments to help medical supply 
companies win tenders, has been convicted of corruption.

The subject provided several bidding companies with 
information on what the organisation was looking for in the 
bids, asked them to help discredit the bids of others and 
advised on how to edit their bids to assist them in winning. In 
return, the subject would receive a prearranged percentage of 
the contract value should the bidding company with whom he 
had the corrupt arrangement be successful. The subject will 
be sentenced on 22 September 2017.

Fraud in this stage of the procurement lifecycle is often 
complex, often enabled by a lack of compliance with policy. 
Key indicators of fraud include bid documentation containing 
less or more detail than expected. An assessment against 
NHS Protect’s pre-contract procurement guidance should be 
undertaken to determine if sufficient controls are in place.
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Current scams and recent cases
Text message scam
The scam involves fraudsters sending out text messages 
to victims pretending to be from their bank or credit card 
provider. The text message refers to a recent transaction and 
asks for confirmation of whether the transaction is genuine 
by requesting victims to reply ‘Y’ for Yes or ‘N’ for No. 

The fraudster will continue to message the victim to gain  
their telephone number and obtain bank account / credit  
card details, CVV number (the three digits on the back of 
your bank card) and/or other personal information.

Always check the validity of the text message by contacting 
your bank or credit card provider through the number provided 
at the back of the card or on the credit card/bank statement

WhatsApp scam
Since 2016 WhatsApp has been a free service. Fraudsters 
have been sending emails or WhatsApp messages to users 
advising that their subscription service is ending soon. Users 
are directed to enter their personal information including  
bank details.

If you receive one of these emails or text messages, do not 
click on any links. Instead, delete it. If you have clicked on one 
of the links, run antivirus software to ensure your device has 
not been infected with malware.

Something for you
We have all received missed delivery cards from the Royal Mail 
when a delivery can’t be made. Be aware of fake cards that do 
not bear the Royal Mail logo. Fictitious cards in circulation urge 
recipients to call a 0208 number, which is not registered to 
Royal Mail. After ringing the number the automated message 
asks for your details and consignment number.

Check the card to ensure it is genuine and consider whether 
you are expecting a delivery.

Reporting concerns 
If you have suspicions that fraud may be occurring or wish to 
receive further information about any of the above, please 
contact your Local Counter Fraud Specialist (LCFS).

Alternatively, you can report any concerns to NHS Protect on 
0800 028 40 60 (between 8am and 5pm, Monday to Friday) 
or via the online reporting form: http://www.reportnhsfraud.
nhs.uk/. All information provided via this secure website is 
completely confidential.

It is the LCFS’s role to take every allegation of fraud or bribery 
seriously and to provide anonymity and confidentiality for 
anyone who reports a concern. It is recommended that you 
refer to your organisation’s policy on fraud when reporting 
allegations for further information on how you are protected.


