
This edition of Notice Fraud provides details of the key points regarding conflict of interest 
following the publication of guidance by NHS England, as well as details of recent cases of 
fraud and emerging scams.

Conflicts of interest 
Conflicts of interest are becoming increasingly common in the 
NHS. Having a conflict of interest doesn’t mean that you have 
done something wrong. But you need to ensure that your 
interests do not influence your ability to make decisions in the 
best interest of the NHS organisation you represent. 

What is a conflict of interest? 
Put simply a conflict of interest is a situation that has the 
potential to undermine the impartiality of a person because 
of the possibility of a clash between the person’s self-
interest and the interest of the organisation. Interests can be 
actual and potential (where there is a possibility of a conflict 
between one or more interests now or in the future).

Interests may not necessarily be held directly by individuals 
as conflicts of interest can occur indirectly by close family 
members and relatives, close friends and associates, and 
business partners.

What is an interest? 
An interest can be broadly spilt into two categories. 

• Financial: where a staff member directly benefits 
financially, or appears to directly benefit financially, over 
and above any agreed pay and terms of service contract, 
as a result of a decision they have made or influenced.

• Non-financial: where a staff member receives no 
financial benefit, but is influenced by external factors. 
For example, increasing their professional reputation or 
promoting their professional career.

When should you declare an interest?  
Interests should be declared at the earliest opportunity (and 
in any event within 28 days) to your line manager and the 
person responsible for recording interests. 

Declarations should be made:

• on appointment with the organisation;

• when staff move to a new role or their responsibilities 
change significantly;

• at the beginning of a new project/piece of work; and

• as soon as circumstances change and new interests 
arise (for instance, in a meeting when interests staff hold 
are relevant to the matters in discussion). 

 
What do I do if I am offered a gift? 
Staff should not accept gifts that may affect, or be seen to 
affect, their professional judgement. Gifts from suppliers or 
contractors doing business (or likely to do business) with an 
organisation should be declined, whatever their value. Please 
see your organisation’s policy for further guidance.  

What do I do if I am offered hospitality?  
Staff should not ask for or accept hospitality that may affect, 
or be seen to affect, their professional judgement. Hospitality 
must only be accepted when there is a legitimate business 
reason and it is proportionate to the nature and purpose of 
the event. Please see your organisation’s policy for further 
guidance.  
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Current scams and recent cases

NHS cyber attack – how to protect yourself and your 
organisation 
Following the recent ransomware cyber-attack which 
affected the NHS and other organisations it is important 
to be alert and remain vigilant against this type of threat. 
Ransomware attacks are on the increase and often arrive in 
the form of a phishing email, spam, or some other form of 
nefarious email. 

There are many ways that ransomware can infect your 
device, whether it be a link to a malicious website in an 
unsolicited email, or through a security vulnerability in a 
piece of software you use. Once the computer is infected, 
the ransomware will encrypt files and then demand a fee for 
the files to be returned. There is usually a time limit to pay up, 
after which the ransom increases. 

What can you do? 
It is actually very simple: be vigilant and use your common 
sense.

• Do not open unsolicited emails, or where you don’t 
recognise the senders email address – if it happened 
to be genuine the sender will follow up with a call or a 
second email that’s likely to be more easily identifiable.

• Do not click on internet links within emails unless you 
are 100 per cent sure you know where it is taking you, 
that it’s from a trustworthy source and that you are 
expecting there to be a website link in the first place. 

• Remember to hover over hyperlinks in emails to verify 
that the address being displayed whilst hovering 
matches up to the apparent address of the link itself.

What should organisations do?

• Install system and application updates on all devices as 
soon as they become available.

• Install anti-virus software on all devices and keep it 
updated. 

• Create regular backups of your important files to a 
device that isn’t left connected to your network as any 
malware infection could spread to that too.

Vodafone and 02 targeted  
Scammers are targeting Vodafone and O2 business and 
personal customers with fake emails. The emails look 
genuine and include billing information but are likely to contain 
malware that could steal bank account details. The emails 
are written in poor English and have typo and grammatical 
errors. Users are asked not to click on the links contained in 
the email.

Personal data scam emails 
Attackers are sending emails to personal and business email 
addresses alleging that their data has been sent to the 
attacker as a result of their account being hacked. The emails 
include an attachment – a ‘.dot’ file usually titled with the 
recipient’s name. The attacker asks the recipient to view the 
file to see what information has been hacked. The emails are 
typical of scam emails in that they are written in poor English. 
Users are asked not to click on the links contained in the 
email.

Bogus ‘pop up’ 
A bogus ‘pop up’ is attempting to trick users into believing 
their PC has been compromised. The ‘pop up’ claims that the 
user’s computer has been blocked due to infection with a 
virus and spyware. It states that they must call an engineer 
via a freephone number provided, within five minutes in 
order to avoid disablement of the PC. Users are advised not 
to call the number provided but instead contact the local IT 
department immediately.

Loan shark doctor  
A doctor has been found guilty of running an illegal money 
lending business from two hospitals, totalling £525,000. The 
investigation identified that the doctor issued loans ranging 
from £500 to £50,000 to his customers. The doctor admitted 
that he knew it was illegal but it would take too long to obtain 
a license which would have curtailed how much money he 
was making. 

The doctor was given a 10 month prison sentence, suspended 
for two years, and must pay the money within three months 
or face a default sentence of five years in prison.



Reporting concerns  
If you have suspicions that fraud may be occurring or wish to receive further information about any of the above, please 
contact your Local Counter Fraud Specialist (LCFS).  

Alternatively you can report any concerns to NHS Protect on 0800 028 40 60 (between 8am and 5pm, Monday to Friday) 
or via the online reporting form: http://www.reportnhsfraud.nhs.uk/. All information provided via this secure website is 
completely confidential.

It is the LCFS’s role to take every allegation of fraud or bribery seriously and to provide anonymity and confidentiality for 
anyone who reports a concern. It is recommended that you refer to the organisation’s policy on fraud when reporting 
allegations for further information on how you are protected.
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