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Information Governance Updates  

How to handle suspicious emails 

 

No matter how good your spam filtering service some undesirable emails are likely to get 

through to your mail box.  If you receive a suspicious email (this includes unlikely requests 

from people you know) you should follow the steps below: 

 

 Do not click on or open attachments 

 Do not forward the message to anyone 

 Move the message to your junk folder immediately  

 Report suspected spam to NHSMail via spamreports@nhs.net for analysis and blocking (if it has not 
already been reported) following the NHS Cyber Security Guidance 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Cyber Security Guidance for reporting spam to NHSmail 

In order for the NHSmail service desk to process your spam report, you must email it as an 
attachment to spamreports@nhs.net.  Please ensure that you attach a copy of the offending SPAM 
email in .msg format. This must be saved directly from your mailbox, not from a forward or copy. If 
you have already attached a copy of the spam mail in the correct format and it’s been taken direct 
from the recipient’s mailbox, no further correspondence is required. 

Guidelines on how to do this can be found below or within the NHS Cybersecurity Guidelines. 

Reporting threats via Outlook Web App (OWA) – www.nhs.net  

1. Click on the Spam Email in the reading pane to select it 
2. Click on the New mail icon in the top left of the screen 
3. Drag and drop the spam email from the email list into the body of the new blank email 
4. Type spamreports@nhs.net in the To: field 
5. Enter the appropriate subject text Note: It is recommended that you use spam, phishing or 

malicious depending on the type of email you are reporting 
6. Click send 

Reporting threats via Microsoft Outlook  

7. Forward the email to spamreports@nhs.net as an attachment for virus analysis and central 
trend monitoring. 

8. Select the suspect email from your email list 
9. In the Outlook ribbon in the respond area, select ‘More’ and then select ‘Forward as 

Attachment’. 
10. In the email window that opens add spamreports@nhs.net as the recipient in the ‘To field’. 
11. Click the ‘Send’ button. 

Please remember that you will never be legitimately asked for your NHSmail credentials. If you 
receive an email asking you for your NHSmail account credentials, please report it following the 
above instructions. 

If you have already responded to any such email, please contact your Local IT Help Desk immediately. 

 

mailto:spamreports@nhs.net
https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/cybersecurityguide.pdf
mailto:spamreports@nhs.net
https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/cybersecurityguide.pdf
http://www.nhs.net/
mailto:spamreports@nhs.net
mailto:spamreports@nhs.net
mailto:spamreports@nhs.net


ICO reminder: Don’t let personal curiosity get the better of you 
 

 

 
 
The Information Commissioner’s Office (ICO) has reminded NHS staff that patient records must only be 
accessed where there is a valid reason to do so. 
 
More details are available on the ICO news blog. 

 
 
New Data Security Guidance  
 
 
 
 
 
 
 
 
 
 
 
For more information on the above articles, please contact; 
 
 
Lindsay Blamires  – General Practice Information Govenance Manager  
 
 07741 006 028 

       lindsay.blamires@nhs.net            
                                                                                                                                                                                Return to top 

 

Changes to Appliance Dispensing in EMIS Web 6.6.5  

Prior to EMIS Web 6.6.5, when issuing an appliance to a patient with a primary nomination but 

without an appliance nomination (and with the ‘Use DAC’ option selected), the prescription would 

default to the patient’s primary nomination. 

With the release of EMIS Web 6.6.5 this functionality was changed: if an appliance is to be issued 

with the ‘Use DAC’ option selected, but the patient does not have an Appliance Nomination, 

this will no longer default to the primary nomination but will instead default to a printed 

Electronic R1 prescription. 

This change has been implemented in order to avoid circumstances where appliance prescriptions 

were being sent to pharmacies whom could not fulfil the prescription. 

The ‘Use DAC’ option can be seen either when issuing or editing a medication. This can be found to the 

 

A former midwifery assistant has been fined £1,715 for unlawfully 

accessing the medical records of 29 people - including those of family 

members, colleagues and people she had no known connection with.  

Some of this information was then shared with others which is a breach 

of patient confidentiality and the Data Protection Act. 

 

New template data security policies and good practice guides have been 

released by NHS Digital to help organisations meet the requirements of the 

National Data Guardian’s review into data security, consent and opt outs. 

Guidance to help you ensure data is secure is available via the NHS Digital 

website.  

 

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2017/08/ico-warns-nhs-employees-that-unlawfully-accessing-patient-records-is-an-offence/
file://infohub-fs01/cs-csu/ipp/LSProjects/OXON/Wire/01.Current%20Wire/lindsay.blamires@nhs.net
http://link.ict.hscic.gov.uk/l/99261d669f0a4fef9a5c7f996c4053e2/2B263E7D/17E99003/082017n
https://www.digital.nhs.uk/cyber-security/policy-and-good-practice-in-health-care
https://www.digital.nhs.uk/cyber-security/policy-and-good-practice-in-health-care


right of the Authorising Clinician.  

 

EMIS Health do not control which items are ticked to ‘Use DAC’ by default, and some items will not 

have the option to be sent via ‘Use DAC’; this is a reflection of their status within the Drug Tariff for 

England and Wales, as only items included in parts IX A, B, or C of this Tariff are defined as appliances. 

 

For any further information, please contact: 

Lynne Colley – Senior Project Manager 
NHS South, Central & West Commissioning Support Unit 
 
 07747 455 955 
 lynne.colley@nhs.net 
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Patient Online 

The majority of Oxfordshire practices (90%) achieved the 2016/2017 target of having 10% of patients signed up 
for one or more online service, with many of you having already achieving this year’s target of 20%. 

There are a lot of resources available to help you get patients using these services, including the following: 

How to make the most - guides:  

 Patient Online: making the most of online appointments and repeat prescriptions 

 Patient Online: offering patients access to detailed online records 

 Patient Online: registering patients for GP online services 
 

mailto:lynne.colley@nhs.net
https://www.england.nhs.uk/wp-content/uploads/2015/11/po-making-the-most-online-apps.pdf
https://www.england.nhs.uk/wp-content/uploads/2015/11/po-offering-patient-access-detailed-online-records.pdf
https://www.england.nhs.uk/wp-content/uploads/2015/11/po-registering-patients-gp-online-services.pdf


Patients guides: 
 Getting started with GP online services  
 Giving another person access to your GP online services   
 Giving employed carers access to your GP online services   
 GP online services for carers including young carers  
 Protecting your GP online records  
 What you need to know about your GP online records  
 Young people’s access to GP online services  
 Your GP record 

 

If you’re struggling to recruit more patients, it might be worth taking a look at an interesting case study from a 
practice in Cumbria, that went from 4% - 11% in one week!  Click here to view the case study.  

 

Should you require any help or advice on the subject, then please contact: 

Lynne Colley – Senior Project Manager 
NHS South, Central & West Commissioning Support Unit 
 
 07747 455 955 
 lynne.colley@nhs.net 
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Outpatient Referrals for Cancer Patients 

 

 

Due to a central government directive, all referrals for suspected cancer patients must 

be directly booked via the eRS (Choose and Book) system. Please see the previous 

bulletin articles about this process. GP Weekly Bulletin 26 April 2017 and GP Weekly 

Bulletin 14 March 2017 

 

A full set of training documents around this process is available in the folder 
http://www.oxfordshireccg.nhs.uk/professional-resources/ers-referrals.htm 
 
Please contact Lynne Colley at the CSU if you would like any individual practice training. (Tel: 07747 455955 
Email: lynne.colley@nhs.net).  
 
There are now five tumour sites that allow ‘directly bookable’ slots for patients being referred for suspected 
cancer to OUH. More will be added and you will be updated via the GP Bulletin and The Wire. These sites are: 
  

 Breast 

 Dermatology 

 Haematology 

 Neurology 

 Endocrine – Thyroid 
 
The templates for these sites are available on your software (EMIS or Vision) and will mostly autofill. Please 
remember to add your referral narrative in the correct box on the proforma. Several OUH clinicians have 
commented that the form frequently comes in without any clinical narrative and they miss it!  
 
From September 1st, 2017 all outpatient referrals for the above tumour sites will need to be made via the 
electronic booking system, eRS (Choose & Book).  
 

https://www.england.nhs.uk/wp-content/uploads/2016/11/pat-guid-getting-started-gp-online.pdf
https://www.england.nhs.uk/wp-content/uploads/2016/11/pat-guid-give-another-person-access.pdf
https://www.england.nhs.uk/wp-content/uploads/2016/11/pat-guid-give-employed-carers-access.pdf
https://www.england.nhs.uk/wp-content/uploads/2016/11/pat-guid-gp-online-services-carers.pdf
https://www.england.nhs.uk/wp-content/uploads/2016/11/pat-guid-protecting-your-records.pdf
https://www.england.nhs.uk/wp-content/uploads/2016/11/pat-guid-need-to-know.pdf
https://www.england.nhs.uk/wp-content/uploads/2016/11/pat-guid-clr-young-people-gp-online.pdf
https://www.england.nhs.uk/wp-content/uploads/2016/11/pat-guid-clr-your-gp-record.pdf
http://www.oxfordshireccg.nhs.uk/professional-resources/documents/the-wire/issue-8/patient-online-casestudy.pdf
mailto:lynne.colley@nhs.net
http://www.oxfordshireccg.nhs.uk/gp-bulletins/gp-weekly-bulletin-26-april-2017/30219
file:///C:/gp-bulletins/gp-weekly-bulletin-14-march-2017/29246
file:///C:/gp-bulletins/gp-weekly-bulletin-14-march-2017/29246
http://www.oxfordshireccg.nhs.uk/professional-resources/ers-referrals.htm


REFERRALS SENT BY EMAIL, FAX AND PAPER WILL NO LONGER BE ACCEPTED. It will be returned by 
administrators with a request to send the referral via ERS and may delay the patient’s appointment. 
 
ERS referrals allow for tracking and clinical triaging of patient referrals by all providers. There is also the issue 
that letters and attachments may get separated in transit and lost, whilst eRS referrals are not subject to 
these problems. 
 
Once referred, eRS referrals can be seen and triaged by the relevant clinicians at multiple points. This is not 
possible with paper copies which may be one of the drivers behind the directive.  
 
Please contact the planned care team if you require any further information about this process, however 
please be aware that we are not responsible for introducing it: 

 

Dr Shelley Hayles  – Planned Care Clinical Lead 
NHS South, Central & West Commissioning Support Unit 
 
 OCCG.plannedcare@nhs.net  
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Electronic Prescription Service (EPS)  
Update and recent utilisation figures – July 2017 
 

 

  

 

 All scripts 

 Repeat dispensing 

 Repeat prescribing 
 
 
We want to support you to build on this achievement and develop use of the system further, encouraging 
patients and practices to use EPS.  We will be looking at how we can help you benefit from using E-RD in the 
coming months.  
 
If you would like further help with EPS R2 in the meantime, please contact: 
 

Lynne Colley – Senior Project Manager 
NHS South, Central & West Commissioning Support Unit 
 
 07747 455 955 
 lynne.colley@nhs.net  
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Oxfordshire Care Summary – Updated Materials  

 

The Utilisation Figures for July 2017 are now available and of the 63 

practices live with EPS, 77% are achieving over 80% (and more) of repeat 

prescriptions going through EPS. For information, please follow the links 

below: 

 

mailto:OCCG.plannedcare@nhs.net
http://www.oxfordshireccg.nhs.uk/professional-resources/documents/the-wire/issue-8/gp-practice-eps-r2-utilisation-figures-july-2017-all.pdf
http://www.oxfordshireccg.nhs.uk/professional-resources/documents/the-wire/issue-8/gp-practice-eps-r2-utilisation-figures-july-2017-repeat-dispensing.pdf
http://www.oxfordshireccg.nhs.uk/professional-resources/documents/the-wire/issue-8/gp-practice-eps-r2-utilisation-figures-july-2017-repeat-prescribing.pdf
mailto:lynne.colley@nhs.net


 

It has recently been brought to our attention that there are number of different 

versions of Oxfordshire Care Summary materials and guidance in existence. Therefore 

we would like to signpost the most up-to-date resources here. 

 

The OCS Patient Information page contains detail that patients might find useful regarding how the OCS is 

used and how it benefits them, and that GPs might want to refer to if they have any questions. The key 

items on this page are the patient leaflets and new patient consent form that can be printed off for use in 

the practice.  

 

The main page also links to further Information and Clinical Governance, which provides detail on how 

access is controlled and monitored, as well as how the Information Sharing Framework works, and a 

description of the Clinical Governance measures that are in place. The Purpose and Principles page explains 

the key principles of the OCS, as well as the different consent models. 

 

The OCS User Resources page contains links to guidance for users at Practices, as well Oxford Health and 

Oxford University Hospitals. These guidance pages all contain organisation-specific training documentation 

on how to access and use the OCS, as well as how the application approval process works.  

 

Through these pages, you will also be able to find a list of Included and Excluded Read Codes, as well as 

information about what the Proactive Care Plan View offers. 

 

If you have any questions about these resources, or the OCS more generally, please contact: 

 
The Oxfordshire Care Summary Team 
 
 oxfordshire.caresummary@nhs.net  
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Electronic Referral Service (ERS) – 2WW 

New 2WW directly bookable service available:    

 

Some 2 week wait pathways are now directly bookable. As you may be aware, there 

is an NHSE directive to make all 2ww appointments directly bookable to expedite 

appointments. 

 

As a move towards this, paper referrals (letters and faxes) will no longer be accepted from September 1st 2017 
for any 2ww referral. Referrals must be made via eRS. 
 

Currently the following services are directly bookable: 

 Breast 

 Dermatology 

http://www.oxfordshireccg.nhs.uk/your-health/your-health-records/oxfordshire-care-summary.htm
http://www.oxfordshireccg.nhs.uk/your-health/your-health-records/ocs-information-and-clinical-governance.htm
http://www.oxfordshireccg.nhs.uk/your-health/your-health-records/ocs-purpose-and-principles-consent.htm
http://www.oxfordshireccg.nhs.uk/professional-resources/ocs-user-resources.htm
http://www.oxfordshireccg.nhs.uk/professional-resources/ocs-guidance-for-gps.htm
http://www.oxfordshireccg.nhs.uk/professional-resources/guidance-for-oxford-health-clinicians.htm
http://www.oxfordshireccg.nhs.uk/professional-resources/guidance-for-oxford-university-hospitals-clinicians.htm
http://www.oxfordshireccg.nhs.uk/professional-resources/gp-read-codes.htm
http://www.oxfordshireccg.nhs.uk/professional-resources/proactive-care-plan-view.htm
mailto:oxfordshire.caresummary@nhs.net


 Neurology 

 Haematology  

 

Two new services are now available: 

 Lung 

 Head & Neck 
o Thyroid (Endocrine) 
o ENT 
o OMFS 

 
 

 
LUNG 
The Lung 2ww DBS pathway is a new one. When referring all patients will need an ICE request for a CT scan if not 
already carried out (click here to view the request). This will enable the patient to be seen in outpatients with the 
necessary test result. Importantly the result will be picked up by the OUH and acted upon as part of the pathway 
and this is written on the form. This ‘flipping’ of the pathway will enable us to achieve the 2ww target for our 
patients. 
 

A large volume of 2ww patients present with chest issues and this is likely to increase as winter approaches. 
There may also be a lung cancer CRUK campaign to see your GP looming, so investigations will go up. 
 

HEAD AND NECK 

There is also a new 2WW directly bookable service for Head & Neck. This is what one sees on eRS 

 

Neck Lump-Suspected Head and Neck Cancer-OMFS-(CH)-Oxford University Hospitals-RTH 

Neck Lump-Suspected Head and Neck Cancer-OMFS-(JR)-Oxford University Hospitals-RTH 

Neck Lump-Suspected Head and Neck Cancer-ENT-(CH)-Oxford University Hospitals-RTH 

Neck Lump-Suspected Head and Neck Cancer-ENT-(JR)-Oxford University Hospitals-RTH 

 

A ‘neck lump’ can be seen by either ENT or OMFS and therefore when selecting the Neck Lump Services please 
could GPs or administrators tick all Neck Lump Service boxes to ensure that the patient can be offered the first 
available appointment as well as using the relevant 2ww form. Breaches most often occur in H&N due to the 
complexity of the conditions, so anything that can expedite the first appointment helps.  

Please remember to inform the patient that they need to be immediately available for at least 14 days from 
referral. Please do not send the referral without ensuring they know this. 

 

2WW referral pro formas for specialties, developed locally, contain a link to the NICE guidelines for clinicians.  
Please make sure your practice regularly imports the OCCG pro formas as these change from time to time. Zip 
folders containing full sets of Referral Pro formas can be found in the Clinical Guidelines section of the OCCG 
website. 

 
In June we hit the 2ww appointment target for all tumour sites (something that hasn’t been achieved for many 
months). Please click here to view the table of results.  

 
This was due in large part to the improvement in the GP referrals and information received by the provider, to 
allow straight to test and appropriate first OP appointment.  
 
A full set of training documents around this is available in the OCCG website eRS document folder  
 
If you have any ERS problems with the OUHT services you can also contact: 
 

http://www.oxfordshireccg.nhs.uk/professional-resources/documents/the-wire/issue-8/ice-request.pdf
https://www.nice.org.uk/guidance
http://www.oxfordshireccg.nhs.uk/professional-resources/referral-pro-formas.htm
http://www.oxfordshireccg.nhs.uk/professional-resources/documents/the-wire/issue-8/2ww-report.pdf
http://www.oxfordshireccg.nhs.uk/professional-resources/ers-referrals.htm


Ben Clark                                                                            Lesley Pinfold 
ERS Directory Services Manager, OUH                          Operational Service Manager & ERS Lead 
01865 743350                                                                    01865 572 556 
ben.clark@ouh.nhs.uk                                                     lesley.pinfold@ouh.nhs.uk  

 

If you have any queries or would like any individual practice training, contact:  

 

Lynne Colley – Senior Project Manager 
NHS South, Central & West Commissioning Support Unit 
 
 07747 455 955 
 lynne.colley@nhs.net  
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GP Referral Pro Formas 

News and release notification August 2017 

 

Please refer to the new OCCG website OCCG website   when searching for information.  
 
Zip folders containing full sets of referral pro formas can be found on the Referral Pro formas page or via the link 
at the top or right of pages in the Professional Resources > Clinical Guidelines section of the OCCG website.  
Individual templates are no longer available in their previous locations on the intranet. 
 
All links to guidelines and supporting documents embedded in GP referral pro formas that were affected by the 
OCCG Website changes have now been updated.  Please let us know if you come across any that have slipped 
through the net. 

 
EMIS practices 
 
The zip folder EMIS-Pro-forma, with a date stamp in the format YYYYMMDD, contains all of the EMIS referral pro 
formas currently in use.  It can be saved, and imported in one step from within EMIS Web. 
 
Also found on the Referral Pro formas page, the documents  ‘How to Cleanse your EMIS Pro forma library’ and 
‘Working with GP Pro formas’ give instructions on how to import the single zip folder and remove all old 
templates which have been replaced. 

 
Vision Practices 
 
Release of these pro formas is not always concurrent with the EMIS forms as they require further processing. 
The zip folder INPS-Pro-forma, with a date stamp in the format YYYYMMDD, contains all of the InPS pro formas 
currently in use.   
 
Some of these pro formas have been upgraded to include SmartTags, which reduces the need to enter data by 
hand.  They can be identified by a suffix of ‘s’. 

August 2017 pro forma updates 

Pro forma name Version New, or reason for update 

Anticoagulation Service Referral  v5  Formatting changes  

mailto:ben.clark@ouh.nhs.uk
mailto:lesley.pinfold@ouh.nhs.uk
mailto:lynne.colley@nhs.net
http://www.oxfordshireccg.nhs.uk/
http://www.oxfordshireccg.nhs.uk/professional-resources/referral-pro-formas.htm


 

Please write to us at occg.gpproformas@nhs.net if you have any queries or comments about the referral pro 
formas. 

AQP Age Related Hearing Loss 
Proforma 

v4  Branch details updated 

Cardiac Rehabilitation Referral form v2  This is a renamed pro form, replacing Heart Failure 
- Cardiac Rehabilitation Referral Form 

 The name change is to avoid use of this pro forma 
for referrals to the Heart Failure Team 

 Formatting updated 

 Data collection rationalised 

Generation Games Exercise 
Referral Pro Forma  

v2  Updated postal address following office move  

 Formatting updates  

Heart Failure - Cardiac 
Rehabilitation Referral Form 

v1.3  This pro forma has been withdrawn 

 Please ensure you deactivate it 

 It has been replaced by the Cardiac Rehabilitation 
Referral form 

MSK Assessment Triage and 
Treatment Service (MATT) 

v1 This is a new pro forma for referrals to the new MSK 
Musculosksletal assessment, triage, and treatment 
(MATT) service provided by Healthshare from 
September 1st. 

MSK Triage Hub Proforma   This pro forma has been withdrawn 

 Please ensure you deactivate it 

 All MSK referrals are now to be made on the new 
MSK Assessment Triage and Treatment Service  
(MATT)  

New onset Rheumatoid Arthritis 
Referral Pro Forma 

v3  Amended to reflect the changes to the MSK 
pathway 

 Formatting improvements 

Obstetric Secondary Care Referral 
and MMRA 

v4  The email address for referrals to the antenatal 
clinic has changed 

 The link to drug and alcohol services has changed 
(no longer held on OCCG website) 

Unified Oxfordshire Weight 
Management Services Referral 
Form 

v3 From September 1st 2017: 

 Service providers and contact details have changed 

 Some of the referral criteria have been modified 

  

Jane Thurlow – Project Support Officer 
NHS South, Central & West Commissioning Support Unit 
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mailto:occg.gpproformas@nhs.net


Advance Notice of Planned Maintenance and Downtime – GP Wifi 

 

The OUH IM&T Networks team will be carrying out planned maintenance and upgrade to the OXNET/GP WiFi 
controllers involving all Access Points across the GP estate. 
 
When is this happening? 
 
The work is scheduled for Midday SATURDAY 30th SEPTEMBER  
 
Who is affected? 
 
ALL GP Sites with OXNET/GP CoIN GP Wireless Access Points. 
Users with wireless access devices (Laptops using WiFi, iPhones, iPads, clinical wireless devices).  
PC  access will NOT be affected. 
 
How long will this take? 
 
It is anticipated to take between 40mins and 1 hour 
 
What is the impact? 
 
All wireless access points will be ‘down’ during this period. There will be no access to OXNET/GP CoIN, N3 spines 
services or the Internet via wireless devices. 

  

If you have any questions regarding the above information please contact: 

 

Iain Grant  – Digital Transformation Infrastrucutre Lead 
NHS South, Central & West Commissioning Support Unit 
 
 07957 371 611 
 iain.grant1@nhs.net  

Return to top 

 

 

Docman Vault/Docman 10: Workshops 

 

 

 

 

  

 

 

 
 
A draft agenda for the day can be found here.  

Following up on the article in last month’s Wire, we will be hosting 2 workshops, sponsored by 

Docman;  one at Windrush Medical Centre, Witney on Monday 18th September and the other on 

Wednesday 27th September at Wallingford Medical Centre .  The workshops will be from 12.30pm-4pm, 

lunch will be provided at 12pm. Tea and coffee will be available.  The idea is to give you on overview on 

both Vault and Docman 10 and to provide answers to any questions you might have.   

Unfortunately, Docman were only able to offer workshops in September, so apologies for the fact that 

there isn’t a lot of time.  If you are able to come along, please email lynne.colley@nhs.net  as soon as 

possible,  with the date you would prefer and names of people attending. 

mailto:iain.grant1@nhs.net
http://www.oxfordshireccg.nhs.uk/professional-resources/documents/the-wire/issue-8/oxford-seminar-agenda.pdf
mailto:lynne.colley@nhs.net


 
For more information please contact: 
 
 
Lynne Colley – Senior Project Manager  
NHS South, Central & West Commissioning Support Unit 
 
 07747 455 955 
 lynne.colley@nhs.net  
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Wire is produced by the Informatics team at South, Central and West CSU 

To give us your feedback, please email SCWCSU.dtscommunications@nhs.net 
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