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Using this slide pack 

If presenting to a group: 

• You can use the notes section below the slides to assist 
with your script. 

• You can add to or amend the information to make the 
slides specific to your organisation. 

• Don’t forget to delete this slide beforehand. 

If you are reading the slides for your own learning: 

• Make sure you read the notes section below the slides for 
further information. 

• To print out the slides with the notes - go to ‘File’ > ‘Print’ 
menu > ‘Notes Pages’ >‘Print’ button. 
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Description  

• What does the Caldicott Guardian do and who can 

help them in their role?  

– Why is it a senior role? 

– What is the relationship with Information Governance? 

– How do you make lawful and practical decisions regarding 

patient and service user information?  

• Learners should also read ‘A Manual for Caldicott 

Guardians’. 
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Learning Objectives  

• How and why the role was created. 

• The importance of the Caldicott Principles. 

• The role of the UK Caldicott Guardian Council. 

• The relationship between the Guardian and the SIRO.  

• The relationship with broader Information Governance.  

• The responsibilities and duties.  

• How to apply the relevant law and guidance.  

• Where to find resources. 
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Introduction 

• A practitioner level module. 

• Handling Caldicott/confidentiality issues. 

• Audience: 

– Newly appointed Caldicott Guardians. 

– A refresher session for more experienced Caldicott 

Guardians. 
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The Caldicott Guardian: a senior role 

 

 

 

 

 

  

 

 

• Making sure that: 

– Personal information is used legally and ethically. 

– Personal information is shared when it is appropriate to do 

so. 

– Confidentiality is maintained. 

• Providing leadership and guidance on complex 

confidentiality and information sharing matters. 
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The introduction of Caldicott Guardians 

• ‘Report of the Review of Patient-Identifiable 

Information’ 1997 - led to Caldicott Guardian role and 

6 Caldicott Principles. 

• Role mandated for NHS in 1999 and Local authorities 

providing adult social care in 2002. 

• Must be registered on National Register published on 

NHS Digital website. 
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The Caldicott Principles 

The 6 Principles were supplemented with a 7th Caldicott 
Principle introduced in a 2nd Caldicott Review. 

1. Justify the purpose(s) for using personal confidential data.  

2. Don’t use it unless it is absolutely necessary. 

3. Use the minimum necessary for the purpose.  

4. Access on a strict need-to-know basis. 

5. Ensure those with access are aware of their 
responsibilities. 

6. Comply with the law.  

7. The duty to share information can be as important as the 
duty to protect patient confidentiality. 
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UK Caldicott Guardian Council 

 
• National body established in 2005. 

• Sub-group of the National Data Guardian’s Panel. 

• Developed ‘A Manual for Caldicott Guardians 2017’ 

• Provides advice on resolving Caldicott queries. 
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The National Data Guardian 

• Dame Fiona Caldicott -1st National Data Guardian 

(NDG). 

• Supported by the NDG Panel – independent experts. 

• 3rd Caldicott review reaffirmed the importance of the 

Caldicott Principles. 

10 



 Qualities of a Guardian - Experience 

 
• Ensure organisation satisfies the highest practical 

standards for handling person-identifiable information. 

• Represent and champion confidentiality issues at 

Board / senior management team level. 

• Excellent influencing skills - direct confidentiality policy 

within their organisation. 

• Able to challenge established practice and clearly 

explain the rationale for their decisions. 
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 Qualities of a Guardian - Knowledge 

 
• Understand how confidential patient/service user 

information is used in the organisation. 

• Understand the information sharing requirements of 

internal staff and external organisations. 

• Familiar with key influential guidance and legislation 

such as the common law duty of confidence and Data 

Protection legislation current and future. 
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Knowledge Check - Qualities of a Guardian 

Which of the following knowledge and experiences are you likely to need to carry out the role? Tick 

two or more options from the answers listed below 

A Extensive knowledge of legal issues   

B Knowledge of how information is used and shared   

C Experience of drafting Information Governance policies   

D Experience of working at a senior level   
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Seniority of the Caldicott Guardian role 

• Caldicott Guardian should be (in order of priority): 

– An existing member of the Board or senior management 

team.  

– A senior health or social care professional within the 

organisation.  

– The person responsible for promoting clinical governance 

or an equivalent function within the organisation. 

• E.g. medical director, director of nursing, director of 

adult social services, etc. 
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Knowledge Check - Who should be the Caldicott Guardian? 

• Jennifer has been the IG lead in a local authority for a 

year and before that worked as a social worker. 

• The Caldicott Guardian has recently resigned and 

Jennifer has been asked to compile a briefing paper 

for the senior management team. 

• The paper should set out the type of person that 

should be the next Caldicott Guardian.  
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Knowledge Check - Who should be the Caldicott Guardian? 

• No 

• Experienced as IG manager 

• But not at the required level of seniority 
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Summary 

The importance of the role of Caldicott Guardian requires 

that people who hold this post: 

• Are senior figures. 

• Have a clear grasp of confidentiality and consent. 

• Are aware of the relevant legislation and guidance. 

• Can make practical decisions in response to 

confidentiality issues. 
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Working with the Senior Information Risk Owner 

  
Cabinet Office Data Handling Review in 2008 led to role of the 
Senior Information Risk Owner (SIRO), who: 

• Is a Board level executive with responsibility for information 
risk.  

• Should understand how strategic business goals may be 
impacted by information risks and take steps to mitigate 
those risks. 

• Works to ensure all information assets are identified and 
each has an Information Asset Owner (IAO). 

IAOs should be senior staff that are accountable to the SIRO. 
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The distinction between the roles 

Main concerns: 

• Caldicott Guardian – compliance with the Caldicott 

principles and the common law duty of confidentiality,  

• SIRO - compliance with the Data Protection Act and 

other relevant legislation.  

Must work closely on common issues, e.g. information 

risk reviews for assets which are or that contain personal 

information.  
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Distinct but complementary  

Illustration of the roles 

• A request is received to disclose patient/service user 

information to the Care Quality Commission (CQC), by 

their preferred method of transfer. 

• The Caldicott Guardian - should give advice on whether it 

would be appropriate to disclose the requested information.  

• The SIRO / IAO - should advise on the suggested transfer 

method to ensure that any and all risks are taken into 

account. 
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Blurred boundaries 

The boundaries can be blurred, for example: 

• Information mapping - overseen by both the 

Caldicott/IG function and the SIRO, and involve 

managers from each area of the organisation. 

• Incident management - SIRO would lead on the 

response, management and reporting; and the 

Caldicott Guardian should be involved in any review of 

confidentiality and information sharing procedures. 
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Summary 

Both roles are important. Caldicott Guardians should: 

• Be consulted when personal information risk reviews 
are carried out. 

• Be aware of any confidentiality issues related to 
information risk. 

• Work with the SIRO on issues that cross responsibility 
areas, e.g. information mapping. 

• Coordinate with the SIRO on personal information 
incidents. 
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Information Governance 

• A broad framework for managing information to support 
care.  

• Comprised of internal measures (people, process and 
technology) and external oversight - monitoring and audit.  

• Organisations must demonstrate they are complying with 
the law and national guidance. 

Relevance: the Caldicott Guardian must ensure: 

• Robust arrangements and staff guidance on confidentiality 
and data protection. 

• That IG staff monitor/check compliance. 
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Annual governance statement 

 
• Describes how the organisation manages risks including 

management and control of risks to personal information. 

• Explicitly includes disclosure of any serious incidents 

relating to personal information including data loss or 

confidentiality breach. 

Relevance: the Caldicott Guardian should keep the 

Board/senior management team up to date with confidentiality 

and data protection matters for inclusion within the 

governance statement. 
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Audit 

• Information governance should be formally audited as 
part of the risk management regime. 

Relevance: the Caldicott Guardian should ensure the 
Board/senior management team are: 

• Briefed on audit report results relating to confidentiality 
and data protection. 

• Made aware of areas of concern and implications. 

• Presented with options for improvement including a 
confidentiality strategy. 
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Summary 

The Caldicott Guardian: 

• Is vital to ensuring Board/senior management team are 
kept informed about confidentiality and data protection 
matters.  

• Should help to make sure that IG is properly embedded 
into the organisation, by: 

– Overseeing confidentiality and data protection issues. 

– Advising on the inclusion of confidentiality matters into annual 
governance statements. 

– Discussing results of audit at Board/senior management team 
level. 
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Responsibilities of the role 
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• The Caldicott Guardian is the conscience of the 

organisation. 

• Responsibilities fall into three main categories:  

– Strategic. 

– Advisory.  

– Operational. 

 

 
 
 

 

 

 

 



Strategic role 

• Familiar with the organisation’s business and goals, 
regarding using and sharing of confidential information.  

• Member of IG Steering Group. 

• On the Board/senior management team: 

– Champion for information sharing and confidentiality issues. 

– Advising on current information sharing and confidentiality 
practice. 

– Advising whether working practices are in line with business 
strategy. 

– Providing regular reports about the management of Caldicott 
issues. 
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Advisory role 

• Providing information sharing and confidentiality 

advice. 

– Access internal and external sources of advice and 

guidance where necessary. 

• Issue resolution 

– Help to resolve local issues impacting on the information 

sharing and confidentiality  agenda. 

– Keep a log of resolved issues. 
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Operational role  

• Internal information processing 

– Ensure rules on information sharing and confidentiality are in 
organisational strategies, policies, working procedures and 
training 

– Make sure there is a process to disseminate lessons learned 
from confidentiality incidents to staff. 

• Information sharing 

– Actively support work to facilitate and enable appropriate 
information sharing. 

– Be a key contributor to the approval process when information is 
to be shared. 
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Working strategically 

Scenario - Partnership with a private health provider  

• Provision of day care surgery from a new building in the 
hospital grounds. 

• The facility will treat private patients and NHS referrals. 

• The facility will use the Trust patient administration system. 

• Separate health records but set up as an additional ward 
with requests for records and x-rays treated as if they 
originated in the Trust.  

The Board has asked for your opinion on the proposal in 
relation to any confidentiality concerns.  
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The duty to share 

The Health and Social Care (Safety and Quality) Act 2015 

• A legal duty to share information where this will facilitate 
care for an individual. 

• Reinforces 7th Caldicott Principle. 

• Unless an individual objects:  

– When information can be lawfully shared between health or adult 
social care. 

– For purposes likely to facilitate the provision of health services or 
adult social care. 

– The information must be shared. 
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The common law duty of confidentiality 

 
Can the information be lawfully shared? 

• Processes in the new facility 

– Inform patients of the working relationship with the Trust.  

– Check that patients understand their information sharing 

choices.  

– Respect those choices. 

• Processes in the Trust 

– Get explicit patient consent for NHS staff to access the 

private health records. 
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Internal procedures and access controls 

• Confidentiality procedures should inform staff about 

inappropriate access to records. 

• Robust need to know access controls. 

• Regular checking and monitoring of system audit trails 

- are additional resources required? 

• Clear guidance for health records staff on release of 

private health records to Trust staff and vice versa.  
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Contracts of employment and third parties 

• Reinforce the necessity for confidentiality 

requirements to be clearly stated in the contracts for 

Trust and private provider staff. 

• Ensure there is a process to inform staff of their 

confidentiality obligations. 
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National IT Infrastructure 

• A number of the access controls issues mentioned in the 
scenario will be addressed by the controls built into the national 
IT systems, such as: 
– Summary Care Records 

– NHS e-Referral Service 

– Spine 

– Electronic Prescription Service 

– GP2GP 

– NHS Wi-Fi 

– NHSmail 

• IG is central to all of these systems to ensure security, 
confidentiality, fair processing and quality of information. 
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Knowledge Check - Sharing demographic information 

You receive a request for information from the police. They are investigating a missing person case 

and want your organisation to supply contact details of any recipient of services called John Smith. 

You are informed that there are five ‘John Smiths’ listed as service users. If you supply the information 

as requested, have you breached the Caldicott Principles? Tick one of the options below. 

A No. It’s an important request from the police and the information should be supplied   

B No. The police are not asking for clinical/care information so this information can be 

supplied 

  

C Yes. The police are not asking for clinical/care information but even so the information 

should not be supplied 

  

D Yes. But it’s an important request from the police and if it helps to locate the person it is 

in the public interest 
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Summary 

Role and responsibilities are comprised of strategic, advisory and 
operational aspects. 

• Strategic: 
– Strategy and governance. 

– Promoting appropriate information sharing within a confidentiality 
culture. 

• Advisory: 
– Providing confidentiality and data protection advice. 

– Issue resolution. 

• Operational: 
– Internal information processing. 

– Overseeing information sharing arrangements. 
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Relevant law and guidance 

 
• To ensure appropriate sharing and confidentiality, a 

Caldicott Guardian needs to be familiar with national 
guidance and policy such as: 
– The Caldicott Principles 
– The Confidentiality NHS Code of Practice  

• And law: 
– The common law duty of confidentiality 
– The Data Protection Act 1998, which regulates the 

processing of all personal data, not just health and 
social care records. 
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The Data Protection Act 1998 

 
• Contains 8 principles that advocate fairness and 

openness in the processing of personal information. 

• Most relevant in terms of confidentiality: 

– Principle 1: Fair and lawful processing in accordance with at 

least one Schedule 2 condition, and at least one Schedule 3 

condition as well if the data is sensitive. 

– Principle 2: One or more specified and lawful purposes, and 

not further processed in a manner incompatible with that 

purpose or those purposes. 

– Principle 7: Appropriate technical and organisational security 

measures. 
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Data Protection Act and the Caldicott Principles 

• First Caldicott Review took into account the Data Protection Principles.  

• The most obvious matches (there are others) are set out in the table 

below. 
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Caldicott Principle Data Protection Principle 

Principle 1: Justify the purpose(s) for using confidential information 1, 6 

Principle 2: Don’t use personal confidential data unless it is absolutely necessary 3, 6 

Principle 3: Use the minimum necessary personal confidential data 3 

Principle 4: Access to personal confidential data should be on a strict need-to-know 

basis 

3 

Principle 5: Everyone with access to personal confidential data should be aware of 

their responsibilities 

3, 7 

Principle 6: Comply with the law 

  

1, 2 

Principle 7: The duty to share information can be as important as the duty to protect 

patient confidentiality 

Developed in the Caldicott 2 

Review 



The first Data Protection Principle 

 
• The most complex of the Principles. 

• Of relevance no matter what type of personal 

information is being processed. 

• Compliance requires: 

– Meet a condition in Schedule 2 and, in the case of 

sensitive personal data, Schedule 3.  

– Collect personal data fairly.  

– Process personal data lawfully. 
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Satisfying a schedule 2 condition 

• For all personal data processing at least one of the 
conditions in Schedule 2 must be met.  

• Schedule 2 conditions of relevance (not in order of priority): 

– Consent of the data subject. 

– Necessary to protect the vital interests of the data subject. 

– Necessary for the exercise of functions of a public nature 
exercised in the public interest by any person. 

– Necessary for the purposes of legitimate interests except where 
the processing is prejudicial to the rights and freedoms or 
legitimate interests of the data subject. Note impact of GDPR in 
notes below. 
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Satisfying a schedule 3 condition 

• For sensitive personal data processing, e.g. health and care records, at 

least one Schedule 3 condition must also be satisfied. 

• Schedule 3 conditions of relevance (not in order of priority): 

– Explicit consent of the data subject. 

– Necessary to protect the vital interests of the data subject or another 

person, where it is not possible to get consent.  

– Necessary for the purpose of, or in connection with, legal proceedings, 

obtaining legal advice, or is otherwise necessary for the purposes of 

establishing, exercising or defending legal rights. 

– Necessary for medical purposes and is undertaken by a health 

professional or a person owing a duty of confidentiality equivalent to that 

owed by a health professional. (Note: The Health and Social Care Act 

2001 explicitly broadened the definition to include social care). 
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The fair processing requirement 

 
• The individual must be provided with fair processing 

information at the earliest opportunity. 

• Must be informed beforehand of: 

– Who the data controller is. 

– The type of data being processed. 

– The purpose of the processing. 

– Who data is likely to be disclosed to. 

– Any further information necessary to meet the fair processing 
requirement, e.g. identity of all data controllers within a multi-
agency setting. 

– Note: More stringent transparency requirements under GDPR. 
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The lawful processing requirement 

 
• All relevant rules of law (legislation or common law) must 

be complied with:  

– Includes compliance with the common law duty of confidentiality. 

– Consent or a another legal basis required before personal 

information is used in new or different ways. 

– Further processing without a legal basis is a breach of the 

common law, and consequently a breach of the Data Protection 

Act. 

– See Scenarios 2 and 4 later in this presentation for more on 

legal bases for disclosure. 
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Knowledge Check - Data Protection Act - 

Principle 1  

Principle 1 of the Data Protection Act requires sensitive personal data to be processed fairly and 

lawfully, and which additional statement? Tick one option from the answers listed below. 

A At least one of the conditions in Schedule 2 of the Act is met   

B At least one of the conditions in Schedule 3 is met   

C At least one of the conditions in Schedule 2 and at least one of the conditions in 

Schedule 3 are met 

  

D At least one of the conditions in Schedule 2 or at least one of the conditions in 

Schedule 3 are met 
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Knowledge Check - Data Protection Act - Fair 

processing 

Under the Data Protection Act, who is responsible for providing fair processing information where a 

patient/services user is receiving health and social care services within a multi-agency setting? Tick 

one option from the answers listed below. 

A Only the health organisation   

B Neither the patient’s GP should provide the information    

C Both organisations, though one can inform people on behalf of the other   

D Only the social care organisation   
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Other relevant legislation 

 
• The Human Rights Act 1998 - Article 8 of the 

Convention – the right to respect for private and family 
life. 

• The Freedom of Information Act 2000 - general right of 
access to recorded information held by public 
authorities. 

• Section 251 of the NHS Act 2006 - enables the 
common law duty of confidentiality to be temporarily 
lifted to permit disclosure for medical purposes.  
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Knowledge Check - Data Protection Act - Lawful 

processing 

The Data Protection Act requires personal data to be processed lawfully, what additional laws must be 

complied with? Tick two or more options from the answers listed below. 

A The common law duty of confidentiality   

B None, the Data Protection Act is sufficient   

C The Human Rights Act   

D The Freedom of NHS Act   
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Summary 

• To make sure that patient or service user information is used 
properly, you will need to be familiar with the: 

– Common law duty of confidentiality. 

– Caldicott Principles. 

– Confidentiality NHS Code of Practice. 

– Relevant legislation and guidance, in particular the Data Protection Act 1998. 

• In relation to the Data Protection Act, you must ensure :  
– Fair and lawful processing. 

– Sensitive data processing fulfils at least one condition from each of Schedule 
2 and 3. 

– Transparency so that individuals know the purpose of processing. 

• Be aware of the impact of GDPR on fair and lawful processing. 
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Applying law and guidance 

 
The following eight scenarios illustrate examples of confidentiality 
and information sharing issues. 

• Scenario 1: Internal information processing. 

• Scenario 2: Sharing information in the public interest. 

• Scenario 3: Disclosure to assist a criminal investigation. 

• Scenario 4: In a different light. 

• Scenario 5: Subject access request. 

• Scenario 6: Access to records of the deceased.  

• Scenario 7: Sharing non-confidential personal information without 
consent. 

• Scenario 8: Access to confidential patient information for clinical 
audit . 
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Scenario 1: Internal information processing 

 
• A service user has applied to become a governor of your 

organisation and has made a declaration regarding her 
eligibility to do so. 

• She believes that her records have been inappropriately 
accessed to verify her declaration  

• Your investigations reveal that the content of the clinical 
record was accessed. 

• The staff member confirms the access to cross-check her 
eligibility to represent users of cancer services.  

• He further tells you that he cross-checks all applications to 
serve as governor in this way. 
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Sc 1: Why this was a breach of confidentiality 

The Caldicott Principles 

Principle 1: Justify the purpose(s) for using confidential information The employee had no valid reason for accessing the clinical record to 

check eligibility. 

Principle 2: Only use confidential information when absolutely 

necessary 

The eligibility checks could be carried out without use of clinical 

information. 

Principle 3: Use the minimum that is required There was no necessity to do more than check that the service user was 

on the patient administration system. 

Principle 4: Access should be on a strict need-to-know basis There was no need for non-clinical staff to access the clinical information 

to properly perform their role. 

Principle 5: Everyone must understand his or her responsibilities There was a clear indication that the staff member was either not aware of 

his responsibilities or had chosen to disregard them.. 

Principle 6: Understand and comply with the law The key legal obligations breached are the common law duty of 

confidence and the Data Protection Act 1998. 

Principle 7: The duty to share information can be as important as the 

duty to protect patient confidentiality 

There was no duty to share the information in the care record and, in fact 

the duty to ensure it was not used for this purpose was greater. 
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Sc 1: Breach of Data Protection Principle 1 

Principle 1: Personal data shall be processed fairly and lawfully, and in particular, shall not be 

processed unless: 

a) at least one of the conditions in Schedule 2 of the Act is met, and  

b) in the case of sensitive personal data, at least one of the conditions in Schedule 3 is also met. 

55 

Fair processing: the accessing of the clinical 

information should have been carried out in an 

open and transparent way, so that individuals are 

not misled as to who will have access to their data. 

This means that staff should have informed the 

service user that her data would be accessed 

before doing so. 

  

Lawful processing: the processing must be carried 

out in accordance with the Schedules and in 

accordance with all other relevant laws. It is 

important to remember that information obtained for 

healthcare purposes is subject to the common law 

duty of confidentiality. This means that information 

given in confidence should not normally be further 

disclosed without the consent of the confider. 



Sc 1: Breach of Data Protection Principle 2 

 

Principle 2: Personal data shall be obtained only for one or more specified and lawful purposes, and 

shall not be further processed in a manner incompatible with that purpose or those purposes. 
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Breach: The information contained in the clinical record was provided for care purposes and not for 

verifying eligibility for governorship. Again, consent should have been sought for this further 

purpose. 



Sc 1: What should have happened? 

 
• Need to confirm validity of application and that the 

criteria are met. 

• Seek service user’s consent regarding whether she 

was on the patient administration system. 

• No clinical information should have been accessed.  

• In future, use a consent form to get permission to 

check that an applicant is on the register of patients. 
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Scenario 2: Sharing information in the public 

interest 

 • Anaesthetic department review of day surgery patient 

information leaflet. 

• Current advice not to drive for 48 hours after general 

anaesthetic. 

• New leaflet will inform of notification to police if patient 

states they will drive home despite still recovering 

from anaesthetic. 

• Would this be a public interest disclosure? 
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Sc 2: Can information be disclosed to the 

police? 
• Can disclose without consent if in substantial public interest 

– see Confidentiality NHS Code of Practice and the 

General Medical Council guidance: ‘Confidentiality. 

• Would the public good that would be achieved by the 

disclosure outweigh both the obligation of confidentiality to 

the individual patient and the broader public interest in the 

provision of a confidential service? 

• If you decide disclosure would protect others from death or 

serious harm, the information should be disclosed. 
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Sc 2: What to do if patient insists on driving 

 
• Inform patients that they should not drive on the same 

day that they have received a general anaesthetic. 

• If there is clear evidence that patient is likely to be a 
danger and to pose a significant “risk of death or 
harm” to themselves or to others, there may be a 
public interest duty of disclosure which overrides the 
duty of confidentiality. 

• Update communications materials and ensure patients 
aware before surgery. 
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Knowledge Check - Public interest 

What information might you be justified in disclosing about a patient/services user to protect a third 

party from serious harm? Tick one option from the answers listed below. 

A The entire clinical /care record   

B None, you are prevented by the Data Protection Act   

C The minimum necessary for the purpose   

D None, you are prevented by the common law duty of confidentiality   
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Scenario 3: Disclosure to assist a criminal 

investigation 

 • Rubbish was seen being dumped near your 

organisation from a van. 

• A witness saw a similar van go into the organisation’s 

car park where a man got out and went into the 

building. 

• The police request access to that month’s CCTV 

recordings to investigate the matter.  

• What advice would you give? 
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Sc 3: What advice would you give? 

Read each option carefully then pause to consider which answer you would give. When you have 

finished, read the feedback to see if you were correct. 

A We must grant the request as the Data Protection Act 1998 requires that we give the police all of 

the CCTV recordings that were made that month.  

B We could grant the request as the Data Protection Act 1998 permits us to give the police all of the 

CCTV recordings made that month. 

C We could meet some of the request as the Data Protection Act 1998 permits us to give the police 

the CCTV recording for the specific date that the alleged offence occurred. 

D We cannot grant any of the request as the Data Protection Act 1998 prevents us from giving the 

police any of the CCTV recordings that were made that month. 
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Scenario 4: In a different light 

• A member of staff informs you that the police have 

requested information from your organisation. 

• The police have told him that the law requires the 

organisation to provide the information.  

• What advice do you provide?  
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Sc 4: Disclosures required by legislation 

 
• Some statutes place a strict requirement on organisations 

to disclose information - see notes below. 

• Check the police have provided the name of the statute 

and the relevant section requiring disclosure.  

• Seek legal advice if unsure whether you are required to 

disclose or if you believe disclosure would cause serious 

harm to the patient/service user or another person.  

• Take care to only disclose the information required to 

comply with and fulfil the purpose of the law.  
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Sc 4: Disclosures required by court order 

 
• The courts, including coroner’s courts, and some tribunals 

and persons appointed to hold inquiries can require that 
information is disclosed to them. 

• Consent of the patient/service user is not required but 
he/she should be informed, preferably prior to disclosure. 

• A disclosure must comply with the terms of the court order 
and be made to the bodies specified in the order.  

• If you believe that a court order requires disclosure of 
sensitive information that is not relevant to the case, you 
may raise ethical concerns with the judge or presiding 
officer.  
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Knowledge Check: Disclosures required by law 

What are the circumstances under which your organisation could be compelled to disclose 

personal information? Tick two or more options from the answers listed below. 

A To comply with a court order   

B To comply with legislation   

C There are no such circumstances   

D To comply with the Chief Executive’s request   
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Scenario 5: Subject access request 

• A service user has asked for a copy of the whole of his 

social care record.  

• The record also contains health information supplied 

by the local NHS Trust. 

• Can the complete record be disclosed or should the 

health information be kept back?  

68 



Sc 5: Three questions you need to consider 

1. Does the health information incorporated into the 

social services documentation, mean that it ceases to 

be ‘NHS information’? 

2. Are social services entitled to keep back the health 

information, or are they obliged to disclose everything 

they have recorded? 

3. Do social services even need to disclose that they 

are holding health information? 
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Sc 5: Disclosing information 

 
• Information should only be disclosed outside the organisation if 

satisfied that the recipient has policies and procedures to hold 
the information confidentially and securely. 

• Service user should be informed prior to the disclosure that their 
information is to be transferred to social services. 

• The information remains the information of the disclosing 
organisation, who continues to have liabilities.  

• The recipient organisation cannot further disclose the information 
without a legal basis.  

• The recipient organisation may wish to inform the applicant that 
further information is available from another organisation - in this 
case the NHS Trust.  
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Scenario 6: Access to records of the deceased. 

 
• A Freedom of Information request is received for the 

care records of a number of service users who died 

whilst receiving community care services from your 

organisation.  

• Would you be justified in meeting the request?  
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Sc 6: Would you be justified in meeting the 

request? 

Read each option carefully then pause to consider which answer you would give; then read the 

feedback to see if you were correct.  

A No, the Data Protection Act 1998 prevents us from releasing the information   

B Yes, the Access to Health Records Act 1990 permits us to release the information   

C Yes, the Freedom of Information Act 2000 requires us to release the information   

D No, the common law duty of confidentiality prevents us from releasing the information   
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Scenario 7: Sharing non-confidential personal 

information without consent 

In relation to integrated care: 

• Can your Local Authority share names and addresses 

with NHS Digital or a health body. 

• The purpose is to trace NHS Numbers. 

• What should you consider? 
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Sc 7: What should you consider 1 

• Is the information sensitive or confidential? 

– Information which does not reveal anything confidential or 
sensitive about an individual and is essentially already in 
the public domain, may be shared between organisations 
providing the provisions of the Data Protection Act 1998 
can be satisfied. 

– The purpose of sharing must be related to the activities 
that the organisation is there to deliver. 

– Reasonable steps must be taken to inform the individuals 
about the sharing, and in most cases any objections must 
be respected. 
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Sc 7: What should you consider 2 

• What is the purpose of the sharing? 
– A common reason - identify  individuals who have particular 

characteristics – but the act of sharing makes the characteristics 
known to the recipient and can result in both sensitive and 
confidential information being learned inappropriately. 

– Where the information concerned is sensitive as defined by the DPA, 
a Schedule 3 condition must be met.  

– Carry out privacy impact assessment (PIAs) to understand the 
consequences of sharing and therefore whether there is a need for a 
more specific legal basis to support the proposed sharing.  

– Engage with local patient/service user groups and other 
professionals to determine their views as part of the PIA process. 

– Ensure controls limit access to those who need to know the 
information to do their work.  
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Sc 7: Examples 

• Examples to assist with assessment and judgement 
– Identifying which individuals in a care home have attended A&E: - A Local 

Authority could share a list of individuals in a care home with an NHS Trust without 
breaching confidentiality or revealing sensitive data. The NHS Trust could provide 
aggregated ‘hot spot’ data showing numbers of care home residents that have 
attended A&E by care home over a specified period.  

– Identifying individuals with long term conditions who would benefit from 
social care interventions: The only basis for the NHS to share this confidential 
information is with the consent of the individuals concerned.  

– Identifying individuals in receipt of social care who are also receiving mental 
health care: A Local Authority could share a list of individuals with a Mental Health 
Trust without breaching confidentiality or revealing sensitive data. However, the 
Trust could not disclose details of which individuals were receiving mental health 
care without either consent, a public interest justification (e.g. risk to others) or, if 
an individual lacks capacity the Trust could make a disclosure in the individual’s 
best interests.  
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Scenario 8: Access to confidential patient 

information for clinical audit  

• A CCG has requested access to confidential patient 

information held by your Trust. 

• The purpose is  for clinical audit.  

• Should you permit this sharing? 
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Sc 8: Should you permit this sharing? 

 
• Providers owe a duty of confidentiality to their patients.  

• CCGs have no statutory power that enables them to 

override this duty.  

• To access identifiable information for clinical audit a CCG 

will need a clear legal basis: 

– Explicit consent. 

– Section 251 approval. 

– Public interest, e.g. serious incident or serious care concerns. 

• Lawful alternative option - Use anonymised information. 
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Summary 

 

• The cases discussed illustrate some of the knowledge you 
will need to apply to make a decision. 

• In many cases, there is no clear ‘right or wrong’ answer. 

• You should do your best to ensure the decision you arrive 
at is a reasonable one. 

• Caldicott issues often require a decision to be made on a 
case-by-case basis.  

• Although the differences might seem to be minor they can 
easily lead to a different, and equally valid, decision being 
made. 
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Resources for Caldicott Guardians 
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• The UK Caldicott Guardian Council - contact the 

Secretariat at ukcgcsecretariat@nhs.net. 

• The Information Governance Alliance - contact via 

exeter.helpdesk@nhs.net  

• NHS Digital - External Information Governance - 

contact via exeter.helpdesk@nhs.net  

 

 

 

 

 

mailto:ukcgcsecretariat@nhs.net
mailto:exeter.helpdesk@nhs.net
mailto:exeter.helpdesk@nhs.net


Guidance - (web links in notes page) 

 
1. A Manual for Caldicott Guardians. London: UKCGC, 2017  

2. Confidentiality: NHS Code of Practice. London: DH, 2003.  

3. Confidentiality: NHS Code of Practice Supplementary Guidance - Public Interest 

Disclosures London: DH, 2010. 

4. Resources for Information Sharing. Leeds: IGA, 2017 

5. Caldicott 1 - Report on the Review of Patient-Identifiable Information. London: 

Caldicott Committee, 1997  

6. Caldicott 2 - Information: To Share Or Not To Share? The Information Governance 

Review. London: Independent Information Governance Oversight Panel, 2013 

7. Caldicott 3 - Review of Data Security, Consent and Opt-Outs. London: National 

Data Guardian, 2016  

8. Confidentiality 2017. London: General Medical Council, 2017  

9. Confidentiality and Health Records Toolkit. London: British Medical Association 
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https://www.gov.uk/government/groups/uk-caldicott-guardian-council
https://www.gov.uk/government/groups/uk-caldicott-guardian-council
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/200146/Confidentiality_-_NHS_Code_of_Practice.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/216476/dh_122031.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/216476/dh_122031.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/216476/dh_122031.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/216476/dh_122031.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/216476/dh_122031.pdf
https://digital.nhs.uk/information-governance-alliance/resources/information-sharing-resources
http://ukcgc.uk/docs/caldicott1.pdf
http://ukcgc.uk/docs/caldicott1.pdf
http://ukcgc.uk/docs/caldicott1.pdf
http://ukcgc.uk/docs/caldicott1.pdf
http://ukcgc.uk/docs/caldicott1.pdf
http://ukcgc.uk/docs/caldicott1.pdf
https://www.gov.uk/government/publications/the-information-governance-review
https://www.gov.uk/government/publications/the-information-governance-review
https://www.gov.uk/government/publications/the-information-governance-review
https://www.gov.uk/government/publications/the-information-governance-review
https://www.gov.uk/government/publications/the-information-governance-review
https://www.gov.uk/government/publications/review-of-data-security-consent-and-opt-outs
https://www.gov.uk/government/publications/review-of-data-security-consent-and-opt-outs
https://www.gov.uk/government/publications/review-of-data-security-consent-and-opt-outs
https://www.gov.uk/government/publications/review-of-data-security-consent-and-opt-outs
https://www.gov.uk/government/publications/review-of-data-security-consent-and-opt-outs
https://www.gov.uk/government/publications/review-of-data-security-consent-and-opt-outs
http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality.asp
https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/confidentiality-and-health-records-tool-kit


Legislation, websites and cases 

1. Data Protection Act 1998 

2. Human Rights Act 1998 

3. Freedom of Information Act 2000 

4. UK Caldicott Guardian Council 

5. Information Governance Alliance 

6. National Data Guardian 

7. Information Commissioner's Office 

8. Mrs P Bluck v The Information Commissioner and Epsom and St 
Helier NHS Hospital Trust, 17th Sept 2007, EA/2006/0090 

9. Information Commissioner Decision Notice - NHS North 
Tyneside Clinical Commissioning Group in May 2015  
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http://www.legislation.gov.uk/ukpga/1998/29/contents
http://www.legislation.gov.uk/ukpga/1998/29/contents
http://www.legislation.gov.uk/ukpga/1998/42/contents
http://www.legislation.gov.uk/ukpga/2000/36/contents
https://www.gov.uk/government/groups/uk-caldicott-guardian-council
https://www.gov.uk/government/groups/uk-caldicott-guardian-council
https://digital.nhs.uk/information-governance-alliance
https://www.gov.uk/government/organisations/national-data-guardian/about
https://ico.org.uk/
http://www.informationtribunal.gov.uk/Documents/decisions/mrspbluckvinformationcommissioner17sept07.pdf
https://ico.org.uk/media/action-weve-taken/decision-notices/2015/1431776/fs_50568280.pdf
https://ico.org.uk/media/action-weve-taken/decision-notices/2015/1431776/fs_50568280.pdf


Module Summary 

 
This presentation covered the following points about the 

role of the Caldicott Guardian in health and social care: 

• The role of Caldicott Guardian is a senior one. 

• The need to work with the SIRO. 

• Your role regarding Information Governance.  

• Your strategic, advisory and operational role. 

• The need to be aware of legislation and guidance. 

• The case by case nature of Caldicott issues. 
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