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Checklist for sending information securely by email 

 

Please remember to take care when sending patient confidential data (PCD) to ensure it is sent securely and that 

the recipient has a right to receive it!   

NHS.net is a secure email system and information sent from NHS.net to NHS.net is secure.  Please follow the 

checklist below before emailing PCD to any external parties: 

 

 Make sure it is acceptable to send personal information by email (note: PCD should not be sent to the CCG 

except for Individual Funding Requests, Continuing HealthCare and safeguarding purposes) 

 Confirm the accuracy of the email addresses for all intended recipients 

 Check that everyone on the copy list has a genuine ‘need to know’ the information you intend to send 

 When referring to patients use the minimum identifiable data (e.g. NHS number) 

 Include a “disclaimer” within the email affirming that your Practice accepts no liability for any breach of 

confidentiality that results from sending emails to unsecure environments unless there has been a clear error by 

the GP Practice (e.g. sent to wrong email address) 

 Check if encryption is required: 

 NHSmail to NHSmail is secure for exchanging patient or sensitive data without the need to encrypt content 

 If sending sensitive or patient data from NHSmail to an unsecure email (i.e. any email address that is not an 

NHSmail one) use the nhs.net encryption feature: 

 

1. Send the recipient the Accessing Encrypted Emails Guide (PDF) so they can register for the service  

2. Once the recipient of the information has registered for the encryption service and confirmed to the sender 

this is complete, patient and sensitive data can be sent within an email or as an attachment subject to local 

governance policies  

3. Follow the steps below to send an initial encrypted email but do not include patient or sensitive information 

the first time. This is to ‘set-up’ the secure channel of communication and ensure the correct recipient has 

successfully received the email. If it is an incorrect recipient, data has not been compromised.  

 

https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/accessingencryptedemailsguide.pdf
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To send an encrypted email:  

 

1. Log in to your NHSmail account (either via an email client such as Outlook or via the web portal at 

www.nhs.net)  

2. Create a new email message in the normal way  

3. In the Subject field of the email, enter the text [secure] before the subject of the message. The word 

secure must be surrounded by the square brackets for the message to be encrypted. If square brackets 

aren’t used, the content of the email will be sent in plain text and may potentially be exposed to 

interception or amendment.  

4. Type the message  

5. Include a “disclaimer” within the email affirming that your Practice accepts no liability for any breach of 

confidentiality that results from sending emails to unsecure environments unless there has been a clear 

error by the GP Practice (e.g. sent to wrong email address) 

6. Click on Send to send the message. The service will then encrypt the message and deliver it to the 

intended recipient An unencrypted copy will be saved in your Sent Items folder.  Any replies received 

will be decrypted and displayed as normal in NHSmail. 

 

Note: [secure] is not case sensitive and [SECURE] or [Secure] for example could also be used. 

 

Please ensure you are familiar with the NHSmail Encryption guidance and process before attempting to use the 

NHSmail encryption feature: 

 

 NHSmail sharing sensitive information guide  

 NHSmail encryption guidance for senders  

http://www.nhs.net/
https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/sharingsensitiveinformationguide.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/encryptionguide.pdf

