
INVOICE FRAUD  
Fraud spotlight

This briefing note provides a summary of the salient points contained within NHS Protect’s 
‘Invoice Fraud, Guidance for prevention and detection’.
Categories of invoice fraud
There are four common kinds of invoice fraud at a local level:

Insider fraud - this refers to cases of fraud in which an insider’s 
access to the NHS organisation’s assets and payments, 
or their ability to influence the outcomes of organisational 
processes, would be essential for committing the fraud.

Supplier fraud -  this includes any fraud for which it can be 
shown that steps were deliberately taken by the supplier to 
mislead a health body with a view to obtaining payments that 
were not properly due.

Mandate fraud -  this is also variously described as ‘change of 
bank account scams’, ‘payment diversion fraud’ or ‘supplier 
account takeover fraud’. This type of fraud occurs when 
someone gets an organisation to change a direct debit, standing 
order or bank transfer mandate, by purporting to be from a 
supplier they make regular payments to in order to benefit 
from unauthorised payments. The details of suppliers are 
obtained from a range of sources including corrupt staff, publicly 
announced contracts and on-line logs of supplier contracts.

Publisher fraud - this involves health bodies being misled into 
paying for services such as advertising space in publications, 
which are not required and may not be provided. Rogue 
publishers have been known to mislead health bodies to 
believe that that they are dealing with registered charities, by 
using names very similar to those of well-known charitable 
organisations. In addition rogue publishers have also claimed 
that their publications are being produced in conjunction with 
other agencies, when these actually have no involvement at all. 

Preventing and detecting 
Establish the right culture. Setting the right anti-fraud 
culture within the health body is vital in preventing fraud and 
corruption. Ensure those involved in the process of payment 
of invoice comply with Standing Orders/ Standing Financial 
Instructions, Standards of Business Conduct and the Anti 
-Fraud Policy. 

Skills and knowledge of staff. All executive directors, non-
executive directors and members of staff should be aware 
of the existence of the anti-fraud policies in place and, where 
necessary, be familiar with their detailed provisions. Training 
should also be provided to relevant staff on anti-fraud issues 
to ensure that staff are aware of fraud indictors which will 
require further investigation. 

Maintain a register of changes of suppliers’ details. 
Appropriate contact should be made with the (real) supplier 
using original contact details to confirm changes and then 
sent a bank account amendment form for their Finance 
Director or Company Secretary to sign, confirming the 
change of bank account details. A model amendment form is 
available from your Local Counter Fraud Specialist (LCFS). 

Know your supplier. Suppliers should be asked to confirm 
information already held by the health body, such as the 
previous bank account details, registered address, email 
address, company registration number, company VAT 
number or the name of the Company Secretary. 

THE POWER OF  
BEING UNDERSTOOD



Actively monitor the payment process.  Continually monitor 
the internal control framework to ensure it remains effective. 
Undertake regular fraud risk assessments and internal audits 
to identify threats. It is recommended by both NHS Protect 
and RSM that health bodies undertake accounts payable 
audits to identify duplicate payments, incorrect supplier 
payments, missed discounts and rebates and tax errors. 

Communication. Suppliers should be made aware in writing 
of the health body’s policy regarding changes to methods of 
payment bank account details. If health bodies do not wish 
to receive unsolicited sales and marketing calls they should 
register with the Telephone Preference Service (TPS) at 
www.tpsonline.org.uk. The TPS operates a central opt-out 
register.

Your LCFS can undertake a range of activities to help assist 
in the mitigation of fraud risk in this area. Activities include 
developing awareness material, providing bespoke training 
session to staff, developing/ a review of policies and 
procedures and proactive detection exercises. 

If you require any further information with regards to 
the above, please contact your LCFS. 
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